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PazsuTthe HempoceTeu

* HaumnHaa ¢ 1943 ropga, Koraa snepsbie bbl1a NpPeanoXKeHa
MmaTematunyecKkaa dopmanmlauma MakKanokom m NMMTTcom NoHATUA
«UCKYCCTBEHHOIO HEMPOHA», HEMPOCETMN CTAHOBUNNUCH

 Ob6bemHee (coaeprkanm bonblue NnapameTpoB)
* [nybxe (copepxanu 6onblie 6N1OKOB BbIYUC/IEHWUI)
e Jlyywe! (bonee npaBMAbHO peLLANMN NOCTABJ/IEHHbIE NMepes, HVIMVI 33434M)
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Credits: https://arxiv.org/abs/1409.4842



https://arxiv.org/abs/1409.4842

CBepTOYHblE HENPOCETH

Koulka

* Ona paboTbl c poTOrpadpuamm n BUAEO Nydlle BCero noaxoaat e

YTKal

cBepPTOYHble HeMmpoHHble ceTn (CHC)
* Hanpumep, Nn03BOAAIOT BblAeNATb 06BEKTbI U oNpeaensitb UX Knacc

* Hy n oTBEYatoT Ha rMaBHbIXW BOMPOC — KOLWKa nan cobaka?
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CBepTkH M CyOauCKpeTn3aumum MONHOCBA3HBIE CNOW

Credits: https://adeshpande3.github.io/, https://stepupanalytics.com



https://adeshpande3.github.io/
https://stepupanalytics.com/

CHC nobeannun yenosekal..

* B KOHKypce no pacno3HaBaHuto n3obparkeHmnm ImageNet
(knaccndpumkauma Ha 1000 KnaccoB) B HacTosLee Bpema CHC gatoT
OLWKNOKyY top-5 nopaaka 2%, B To BpeMA KaK A4 NOArOoTOBAEHHOTO
YyesioBeKa 3To Bcero nnwb 5%

* B pacno3HaBaHun nny, Ha n3sectHon base «Labeled Faces in the
Wild» yvenoseuyecknin yposeHb B 97.5% 6bin npes3onaeH CHC ewe B
2014 roay Ha 1% (n coctaBun 98.5%)

* Ha AaHHbIN MOMEHT CETM COPEBHYIOTCA B TOYHOCTU MeXAY cOboMn Npu ypoBHE
owmnbKku B 10 — 10° Ha ropa3no 6onee cnoxHbix basax

Credits: https://arxiv.org/abs/1404.3840, https://spectrum.ieee.org, http://www.image-net.org/, http://vis-www.cs.umass.edu/Ifw/, http://karpathy.github.io



https://arxiv.org/abs/1404.3840
https://spectrum.ieee.org/
http://www.image-net.org/
http://vis-www.cs.umass.edu/lfw/
http://karpathy.github.io/

Credits: https://arxiv.org/abs/1412.6572

... Inhv Bce e HeT?

e OKa3blBaeTCA, YTO MOXKHO BHECTU NPAKTUYECKM HE3aMETHbIe AN
rnasa yenoseKka BO3MyLLEHUA BO BXOAHbIE AdHHbIE, KOTOPbIE, TEM HE
MeHee, NOTHOCTbIO MOMEHSAOT BbIXO4, HEUPOHHOMU CETU

* Hanpumep, pe3ynbraTt KnaccupmuKaumm ¢ «raHObl» NoOMeHseTcs Ha «eubboHa»

laHoa, 57.7% fubb6oH, 99.3%
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Ha3sbiBaeTcAa Takoe BO3MYLLEeHMe COCTA3aTe/IbHO aTaKoM



https://arxiv.org/abs/1412.6572

Nlpyrue npumepbl «0bMaHa»

* TOYHO TaK e MOXKHO «0bmMaHbIBaTb» He TonbkKo CHC ans
KnaccuduKaumum, HO U
* CHC ana apyrmnx 3apay (0bHapy*KeHNA U cermeHTUPOBaHUA 0O6BbEKTOB)
* Hemnpocetn ana paboTbl C TEKCTOM

Article: Super Bowl 50

Paragraph: “Peyton Manning became the first quarter-
back ever to lead two different teams to multiple Super
Bowls. He is also the oldest quarterback ever to play
in a Super Bowl at age 39. The past record was held
by John Elway, who led the Broncos to victory in Super
Bowl XXX1II at age 38 and is currently Denver’s Execu-
tive Vice President of Football Operations and General
Manager. Quarterback Jeff Dean had jersey number 37

in Champ Bowl XXXIV.” Cobaka, Moe30,
Quesﬁqn: “What is the name of the quarterback who Coba Ka, Ko posa,
was 38 in Super Bowl! XXXIII?”

Original Prediction: John Elway Cobaka Yenosek

Prediction under adversary: Jell Dean

Credits: https://arxiv.org/abs/1707.07328, https://arxiv.org/abs/1703.08603
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YHMBepCca/sbHaA aTaKa

* bonee TOro, cyLecTBytoT e
YHUBEpPCasbHble aTaKu, KOTopble I
paboTatoT ANnA NtobbiX KAPTUHOK B
pamKax 3aJaHHOM 3a4a4m

* [Ipumep cripasa:

* YHUBepcasibHoe 803MyuleHue 0117
nt06020 8x00a, KOMopoe siomaem
Kaaccugukamop

Credits: https://arxiv.org/abs/1610.08401



https://arxiv.org/abs/1610.08401

[TPNYNHbBI KMTONOMKU»

* OaHa M3 OCHOBHbIX MPUYUH TAKOro NoBeAeHMA HEMPOCETEN Ha
6/1M3KMX N306parKeHnAax — nx metos obyyeHusn

* A UMEHHO, pa3aenatoLLme rPaHULLbl YacTo NPOXOAAT O4YeHb BIN3KO K
0byUaloLWMM AaHHbIM, U IEFKO «3aCTYNUTb» 3a TaKYyo rpaHuLy
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Adversarial
regions

Credits: https://secml.github.io/, https://arxiv.org/abs/1608.08967



https://secml.github.io/
https://arxiv.org/abs/1608.08967

[laBanTe YNHUTL !

* MpepnoxeHune: A 4yTo ecn BO Bpems obydyeHUs K obydatrowemy
npumepy A406aBUTb BCIO €ro «NUKCeNbHYHO» OKPECTHOCTb?
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Credits: https://arxiv.org/abs/1706.06083



https://arxiv.org/abs/1706.06083

[laBanTe YNHUTD...

* OTBeT: B LUEe/IOM, TaK MOXHO AenaTb

* OaHaKo:

[1pegnosioXunm, 4To UCXoaHaA KapTUHKA pa3mepa 100 Ha 100, 3 useta RGB

[Mpeano/ioXKKUM, YTO HaLl /183 HEe CUIbHO Pa3/InyaeT KosiebaHumsa UBeTa
nukcenen B 2 rpagaumm (13 256)

Torga ANA Kaxkaoro oby4yatoLero npmmepa Hy>KHo A106aBUTb:
° 23*100*100 — 230000 - (210)3000 ~ (103)3000=109000

3T0 ropasao 6oblle Yyucna aTomoB B BUAMMOM YyacTu BceneHHoi (1089)!
B obwem, He o4eHb PeasUCTUYHO



[Tepexon B PU3NYECKYIO PeasIbHOCTb

e Bonpoc: 0o a3Toro Bce npumepbl bbin B LdpoBom obnacTty,
NCKNOUYNTENIbHO MEHANIUCH MUKCENN. A MOXKET, B GU13MYecKom
PEaNbHOCTU HUKAKNX COCTA3ATE/IbHbIX aTaK He bbiBaeT?

* OTBeT: 6bIBaeT. N AnA NPOCTbIX 06HEKTOB NPOAEMOHCTPUPOBAHDI

* Hak/1IeMKM Ha AOPOXKHbIE 3HAKM
* PasHOUBETHbIN KycodeKk bymarun pagom c obbekTom m ap.

SPEED
LIMIT

45

Credits: https://arxiv.org/abs/1712.09665, https://arxiv.org/abs/1707.08945, https://www.meme-arsenal.com



https://arxiv.org/abs/1712.09665
https://arxiv.org/abs/1707.08945
https://www.meme-arsenal.com/

Bbi30B

* BbI30B: 3 MOXHO N1 cAenaTtb aTaky B PU3MYECKOM peanbHOCTM Ha
C/IOKHbIN OOBEKT, C KOTOPbIM HEMPOCETU AaBHO N YBEPEHHO
CMPaBAAOTCA yylle YesioBeKa?

* M ewe 4yTobbl aTaka bbl1a YCTOMYMBOU K USMEHEHUAM BHELLHMX
ycnosum (ocselleHne, noBopoThl)!

* Hanpumep, pacno3HaBaHUe NunLl.

Challenge accepted!

Credits: https://knowyourmeme.com



https://knowyourmeme.com/

Nnn’?

* Mbl CMOMNN HAUTK YCNELLUHYIO aTaKy ANA BeAyLEN OTKPbITOWU CUCTEMDbI
pacno3HaBaHMA nnu ArcFace B pa3HbIX YCN0OBUAX

* bonee Toro, 3a04HO Noaobpanm aTaky N Ansa 0OAHOU U3 BeAyLLUX
cnctem obHapyKeHua any, - MTCNN

Credits: https://arxiv.org/abs/1908.08705, https://arxiv.org/abs/1801.07698, https://arxiv.org/abs/1604.02878, http://reddit.com ° :



https://arxiv.org/abs/1908.08705
https://arxiv.org/abs/1801.07698
https://arxiv.org/abs/1604.02878
http://i.imgur.com/

PeanbHada ataka Ha Face |ID PeanbHana ataka Ha Face Detection



YCTONYMBOCTb

* 1 rnaBHOe — aTaKa YyCTOMYMBA K MOBOPOTaM U Pa3HOM OCBELLEHHOCTU
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®poHTaNnbHOE NNLO
(HeT aTakn)

NMoBopoT Anua
(HeT aTaku)

bansocTtb Ao ceoero atanoHa: 0.61 ban3socTb Ao ceoero 3TasnoHa: 0.54

®poHTaNnbHOE N0
(aTaka)

MoBopoT Aanua
(aTaka)

bansoctb Ao ceoero 3tanoHa: 0.02
bansoctb go apyroro aTasnoHa: 0.23

bansoctb o ceoero stanoHa: 0.11
bansoctb 4o gpyroro satasnoHa: 0.27

Credits: https://www.youtube.com/watch?v=a4iNgOwWBsQ



https://www.youtube.com/watch?v=a4iNg0wWBsQ

Cnacmbo 3a BHMMaHuel

(Ana yenoBevecTBa elle He BCe NOTEPAHO)



