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Article: Super Bowl 50

Paragraph: “Peyton Manning became the first quarter-
back ever to lead two different teams to multiple Super
Bowls. He is also the oldest quarterback ever to play
in a Super Bowl at age 39. The past record was held
by John Elway, who led the Broncos to victory in Super
Bowl XXXIII at age 38 and is currently Denver’s Execu-
tive Vice President of Football Operations and General
Manager. Quarterback Jeff Dean had jersey number 37
in Champ Bowl XXXIV.”

Question: “What is the name of the quarterback who
was 38 in Super Bowl XXXIIT?”

Original Prediction: John Elway

Prediction under adversary: Jefl Dean
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Corollary 1. For a data point x, label y* and € > 0, if ¢ u ¢ .
Bounded RelU set Convex relaxation
J ( T, go ( e 1T . I)) >0 (15) Figure 2. Illustration of the convex ReLU relaxation over the
ACS) y* l

bounded set [¢, u].
(this quantity is a vector, so the inequality means that all
elements must be greater than zero) then the model is guar-
anteed to be robust around this data point. Specifically,

1.0

there does not exist an adversarial example T such that 0.5 3 ] -] 3 ] ]
NE = 2lloe < €and fo(T) # y*. - o] BE i EE s
79 "@)"3) ) 1+2&C)-". 7 DI+3)1). e

Figure 3. Illustration of classification boundaries resulting from

standard training (left) and robust training (right) with /., balls of
size € = 0.08 (shown in figure).

I@]'U?' 31L&+ E &ATP2.) 1'% L 2F+€2)")>) ), "+3+&, "+-F) 1, +18&+2")6+/02),"F&+".$)"*?'F)6"2C.)1"+-F)1,+1&+2"0?227.20)I%o



0/>%$5, .50.4)$C. —=i$,).""/)638"'/ .5+)(85>. 4853

. 2)17"*C1F)-"e?C-+17"D&22"2)+-".2"+-F)1,+1&+2")6+/02),"2?2?x&'3"F)]
&I&2+1".2" )2+, &>&*+.&?"e?C'-+17

«;?"2)....,"-&/&'&,$".$&,"* C1F+.C1)",0&X)"&'>2C)"*)y

. %&>>)1)."+0017+*$),")6&,.")|3134BL6447819 #$83884PB'EC.".$)"/?,."
>+/7C,"?")"&,"e7(:4#8478"D"

> >

h(x) g(x) =argmaxP__ 0.2 lh(z+€) = y]
y

I@P)*CT)1"(+.$&+,1")."+2I"%0=)1.&>&)-"1?€C, ), " 2"+-F)1,+1&+2")6+/02),"D&.$"-&>>) 1) . &+ 2"0L&F+*7If
i8]"D&I"d+&1")."+21"%0=)1.8>&)-"4-F)1,+1&+2"h?eC,."), "D&.$"4-& &F)"t?&,)I%o



F."/3—{N$/)*— 33420 R

. 0&,7,(#&E
* b)....,'"C)"+2.9)1"-)>&'&.&?"?>"*2+,, &>&)1y
o 1)D"*2+,,&>&)1"v&">+* 1" ?1."?>"<<4qwWE"
e g(x) = argmaxP(f(x + &) = ¢),e~N(0,c2])

CEY

- <$)"/+&"1?eC,.),,"1),C2.E
. 5(x) *2+,,8&>&)1"&,"1?eC,."C"-)1"S+C, &+"

'7&1)| \ Theorem 1. Let f : RY — ) be any deterministic or
¢ <§)" g(x) *2+,8>8)1"€,"176C, " BLEL "2, random uncion, and e~ N0, o21) Let g be defned
® <$')'"1+'&Cgl&'"r.#/)'#97A"&y"-&§$'-"E"D&-$" P(f(x+¢e) =ca) > pa >pp > maxP(f(x+¢)=c) (2)
$)"e&33)1"1+-&C.".$)1)")6&,.,"+
+'F)1,+1&+2")6+/02) Then g(x + 8) = ca for all ||d]|2 < R, where

S _ 9 -1 P o e
Theorem 2. Assume py + pg < 1. For any perturbation / . : (o) — -5 5

§ with ||8||o > R, there exists a base classifier f consistent
with the class probabilities (2) for which g(x + §) # cx.
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Proposition 3. If f is a two-class linear classifier f(x) = sign(w? z + b), and g is the smoothed version of f with any o,
then g(z) = f(x) for any x (where f is defined).
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Proposition 4. If f is a two-class linear classifier f(z) = sign(w”x + b), and g is the smoothed version of f with any

o, then invoking Theorem I at any x (where [ is defined) with pa = pa and pp = pp will yield the certified radius
T
R — |w* z+b|

el

e dC.".$)1)"+2D+7,"6&,.,"+"*2+, &>&)1"D&.$"1)+2"1?eC,.),,"1+-&C,"/?1
S+ R >12/'T #)HITAE

Proposition 6. For any 7 > 0, there exists a base classifier f and an input x for which the corresponding smoothed
classifier g is robust around x at radius oo, yet Theorem 1 only certifies a radius of T around x,.
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400176&/+.)"*)1.&>&)-"+**C1+*7 Table 1. Approximate certified accuracy on ImageNet. Each row
1.0 shows a radius r, the best hyperparameter o for that radius, the
— o0=0.25 approximate certified accuracy at radius r of the corresponding
>0.8 _ smoothed classifier, and the standard accuracy of the corresponding
®) ] o=0.50 . ) . :
© \ smoothed classifier. To give a sense of scale, a perturbation with
3 06 — 0=1.00 ¢ radius 1.0 could change one pixel by 255, ten pixels by 80, 100
S \‘ ----- undefended pixels by 25, or 1000 pixels by 8. Random guessing on ImageNet
° ) would attain 0.1% accuracy.
;.1_) 0.4
§ 0.2 . u+.)1>+22 ¢3 RADIUS BESTo  CERT. ACC (%) STD. ACC(%)
ol 0.5 0.25 49 67
0.0 B e = R 1.0 0.50 37 57
0.0 0.5 1.0 1.5 2.0 25 3.0 35 4.0 2.0 0.50 19 57
radius 3.0 1.00 12 44

U+.)1>+22"[C,."e)*+C,)"D)".$)". 1+&')-"/?-)2"&,"17eC,."C,C+227"C'-) 11, )R



%

T e

T y 2
& | ™, TTLTT
4 % H
s il A=
Shullds H
e g *@
T

T Tl
L4

/3—1$/), —3382"$, 058, 8#,)3")
" S<$H) I IK

e« 5" >+* I’ D& $ ttf(x) D)"*+"$+F)"2+13)1"1)+2"1?eC,."),,"1+-&C,"B>»1?/'T #/)#97AE
« 4C.$?71,"|C,.".1&)-".?">&"-".$)"1)+2"+-F)1,+1&),"€'31R +'-"/)+,C1)".$)",C**),,"?>".)"+..+*X
« <$)"2?D)1",C*),,".$)"/?1)"1?eC,.".$)"/?-)2
« r = 1.5RE"@®,,C**),,

 r = 2RE"}",C*¥),,
5'>2C)*)"?>" 1+&'&3D$)™.),.&'3"D&.$'s = 0.5
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T = argmax ECE(G(CL’/),y)

|z’ —z||2<e

— argmax (—log E {(F(”Jle‘s))y])

|z’ —z||2<e §~N(0,021)
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Theorem 1 (Certified Radius for Top-£ Predictions). Suppose we are given an example x, an arbi-
trary base classifier f, e ~ N'(0,02I), a smoothed classifier g, an arbitrary label | € {1,2,--- ,c},

and p;, Dy, ,Dy_1,Dip1s "+ Pe € [0,1] that satisfy the following conditions:

Pr(f(x+e)=1)>pand Pr(f(x+¢) =1) <p;,Vi # 1, (1)

where p and p indicate lower and upper bounds of p, respectively. Letp, >, , = -+ > Dy, be

the k l(;rgest ones among {Dy, -+ ,Py_1,D1+1," " * > Dc}» Where ties are broken uniformly at random.
Moreover, we denote by Sy = {b1,ba, - - ,b:} the set of t labels with the smallest probability upper

bounds in the k largest ones and by pg, = Z;Z 1Py, the sum of the t probability upper bounds,
wheret = 1,2, --- , k. Then, we have:

l € gr(x+9),V||0]]2 < Ry, 2)

where R is the unique solution to the following equation:

k(0 (p n
(I)((I)_l(ﬂ) o %)) . Itl’l:l{I ( (pit) + o )) _ 0, (3)

where ® and ®~! are the cumulative distribution function and its inverse of the standard Gaussian
distribution, respectively.

Theorem 2 (Tightness of the Certified Radius). Assuming we have p; + Z;C:l Py, <1 and p; +
D ie1.d-1041....cPi = L. Then, for any perturbation |0]|2 > Ry, there exists a base classifier f*
consistent with (1) but we have | ¢ gi.(x + 9).
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Table 1. Certified top-1 accuracy of ResNet-50 on ImageNet at various {2 radii (Standard accuracy is in parenthesis).

n n "* " ll* ! n ! * n 2 RADIUS (IMAGENET . . . . . .
* U$+ ) &> D) + ? ) $+ 3) O 1) " 1+& )_ 2+ ! ’&>&) 1! i/:ITE-BO)EISMOO:—IIN)G (COHEN ET AL., 2019) (%) : (30)2652 (72)i2 (22)7;5 (61)29 (612)2354 (5(1’)29
eC-"D+'-"-?"&.I*1)+ )"&.- "*)1.&.>&.)-"1?ec .I) m NO DENOISER (BASELINE) (%) @93y (24 023 ©Og  ©Og O
! ! ! 1 BLACK-BOX SMOOTHING (QUERY ACCESS) (%) E69;48 256;31 E56; 19 E34; 12 <(3‘;>7 E30;4
" ' " " " " BLACK-BOX SMOOTHING (FULL ACCESS) (%) 6750 (6033 (603 (814 G811 (g
) 1+8) ?&,)1 D C,)-"+>.)1"D)"+-- 5/+3)t).1"h) 1), hI"eC22¢%%),, tC)17+%%),,
S+Cl 1&'+ ?&'1)y He —— White-box - —— White-box
0.8 Stab+MSE 0.8 —— Stab+MSE-resnet34
° 4l'".$)'",&./027"+0027"/+|?1&..7"1C2) g - xiemiser g \ f/ltsa:+MSE-resnet18
goe go6 = ——- No denoiser
. %)'?&,)IE".1+&")-"D&.$".D?"2?,)),">?1")F)17" &
S+C,,&+Y o )
° (1{ OVOO'O 1> r%gius "o
* te&2&.7'v={"27,, wweon  Black-box Smoothing —
w: 3 "E
Custom-trained ;.».-,. b Google Cloud L3
Denoiser === =, clarifai ‘_ ()
- s> Cclaritalr aws : g;%,
- /) S g
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