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Intelligence Systems and Data Science 
Technology Center academic collaborations

5;%;<=



Huawei Educational Program

• ;.+1.&'3">1?/"8:@A!"BC+D)&"&,"01),)'.&'3"13!56 )-C*+.&?'+2"
01?31+/E"1*$??2"?>"3C+D)&"! -F+'*)-" 5),)+1*$"6-C*+.&?'

• GHIJK"ILMNMOKPQMRI"SKTUSIRI"IVNKWIXKSYZ"[TKX\]

• ^C1"5'.)22&3)'*)";7,.)/,"+'-"%+.+";*&)'*)"<)*$'?2?37"=)'.)1"&," -?&'3"
*?C1,),"&'"(;_E

• 8"7)+1">C22`)-C*+.&?'+2"01?31+/
• @8",)/),.)1" *?C1*),
• 8"/+&'"-&1)*.&?',E

• =?/0C.)1"a&,&?'"+'-"(+*$&')"b)+1'&'3",0)*&+2&c+.&?'
• d&3"%+.+"+'-"5'>?1/+.&?'"<$)?17",0)*&+2&c+.&?'



Sources

• <$&,"01),)'.+.&?'"&,"01)0+1)-"e+,)-"?'E
• =?C1,)"f0/(#)'78/9:-+#)7;,%,/' g@"?'"-)0+1./)'." ()*$+'&*,"+'-"

(+.$)/+.&*,"?>"(;_"
• <!2=! >?@AB8"?0)'"2)*.C1)
• 5'.)1'+2"-&,*C,,&?',"&',&-)"5'.)22&3)'*)";7,.)/,"+'-"%+.+";*&)'*)"<)*$'?2?37"

=)'.)1!"(?,*?D"h),)+1*$"=)'.)1!"BC+D)&"

i@j"$..0,Ekk3&.$Cel*?/k/2*?C1,)//k*F*?C1,)//8:@A+C.C/'
i8j"$..0,EkkDDDl7?C.Ce)l*?/kD+.*$mFn.o#;poqCb<*

https://github.com/mlcoursemm/cvcoursemm2019autumn
https://www.youtube.com/watch?v=tKPSqKYuLTc


Neural Nets progress

• ;.+1.&'3">1?/"@A9r"s >&1,.">?1/+2"/+.$)/+.&*+2"'?.&?'"?>"f+1.&>&*&+2"
')C1?'g"e7"(*=C22?*$"#&..,"s t)C1+2"t).,"e)*+/)E

• u&-)1"v/?1)"0+1+/).)1,w
• %))0)1"v/?1)"*?/0C.+.&?'+2"e2?*x,!"?1"2+7)1,w
• d)..)1 y"v&'*1)+,&'3"0)1>?1/+'*)"?'".+,x,".?"e)",?2F)-w

=1)-&.,E"$..0EkkDDD?2-l)*)lC.)0l)-Ck!"$..0, Ekk+16&Fl?13k+e,k@9:Al9z98

http://wwwold.ece.utep.edu/
https://arxiv.org/abs/1409.4842


Convolutional Neural Nets

• <?"D?1x"D&.$"&/+3),"+'-"F&-)?,"C/'D/"-+,/'&"7'#-)&"7'#+%7v8<<w"+1)"
.$)"/?,.",C&.)-".??2

• {l3l".$)7"*+'"-).)*.".$)"?e|)*."+'-"-).)1/&')"&.,"*2+,,

• =+'"e)"C,)-".?"+',D)1".$)"/+&'"pC),.&?'"&'".$)"=?/0C.)1"a&,&?'"
-?/+&'E"+"*+. ?1"+"-?3m

=1)-&.,E"$..0,Ekk+-),$0+'-)rl3&.$Cel&?k! $..0,Ekk,.)0C0+'+27.&*,l*?/

8&+ E/F
E-C$

https://adeshpande3.github.io/
https://stepupanalytics.com/


CNNs are better than human!..

• 5'".$)"/?,."x'?D'"&/+3)"1)*?3'&.&?'"e)'*$/+1x" G9&F#<#+
v*2+,,&>&*+.&?'"?'.?"@:::"?>"*2+,,),w"=tt ,"'?D"+1)"/+x&'3".?0`}")11?1"
.$+."&,"2),,".$+'8~!"+.".$)",+/)".&/)">?1".$)".1+&')-"$C/+' .$&,")11?1"
&,"/?1)".$+'"}~

• •?1".$)"D)22"x'?D'"•+*)"h)*?3'&.&?'"e)'*$/+1x"€H&I#"#(7J&C#%7,'7
+.#7K,"(• $C/+'" )11?1"2)F)2"&'"8l}~ D+,"e)+.)'"e7"=tt +. 8:@9"e7
@~"v+'- e)*+/)" @l}~ w

• 4."01),)'."=tt,"+1)"*?/0).&'3"e).D))'")+*$"?.$)1"C,&'3">+2,)"0?,&.&F)"1+.)"
@:̀z s @:̀A"?' /C*$"/?1)"*$+22)'3&'3">+*&+2"e)'*$/+1x,

=1)-&.,E"$..0,Ekk+16&Fl?13k+e,k@9:9lrz9:!"$..0,Ekk,0)*.1C/l&)))l?13 !"$..0EkkDDDl&/+3) '̀).l?13k !"$..0EkkF&,̀DDDl*,lC/+,,l)-Ck2>Dk!"$..0Ekkx+10+.$7l3&.$Cel&?

https://arxiv.org/abs/1404.3840
https://spectrum.ieee.org/
http://www.image-net.org/
http://vis-www.cs.umass.edu/lfw/
http://karpathy.github.io/


... Or maybe not really?

• 5.".C1')-"?C.".$+."D)"*+'"&'.1?-C*)":#)C#:+-&""L7,'D,%,I"#
0)1.C1e+.&?',".?".$)"&'0C."&/+3),!".$+."D&22"2)+-".?".$)"*?/02).)27"
-&>>)1)'."?C.0C."?>".$)"=tt

• {l3l"*2+,,&>&*+.&?'"1),C2."D&22"*$+'3)">1?/‚ €!"#$" •".? €%&''(#•"

=1)-&.,E"$..0,Ekk+16&Fl?13k+e,k@9@8lƒ}„8

!"#$" !"}„l„~ %&''(#!"AAlr~

1-C.7&7:#)+-)I&+,/'7,%7C&""#(7&(D#)%&),&"7#M&9:"#7N/)7&++&C$O

https://arxiv.org/abs/1412.6572


Other example of adversarials

• 4.".$)",+/)"/+'')1"D)"*+'">??2"'?."?'27"=tt,"-),&3')-">?1".$)"
*2+,,&>&*+.&?'!"eC.

• =tt"-),&3')-">?1"?.$)1".+,x," v-).)*.&?'!",)3/)'.+.&?' w
• h)*C11)'."tt">?1".)6."01?*),,&'3!").*

=1)-&.,E"$..0,Ekk+16&Fl?13k+e,k@„:„l:„r8z!"$..0,Ekk+16&Fl?13k+e,k@„:rl:zƒ:r

P

)(* +
)(* +
)(*

,-"&#+
.(/ +
012"#

https://arxiv.org/abs/1707.07328
https://arxiv.org/abs/1703.08603


Why it is happening

• ^')"?>".$)"/+&'"1)+,?'"?>",C*$"+"e)$+F&?1"e7"tt"?'"F)17"*2?,)"&'0C.,
s .$)".1+&'&'3"01?*)-C1)"?>"ttE

• <$)"*?//?'",&.C+.&?'"&,".$+."*2+,,),",)0+1+.&'3"e?1-)12&'),*?C2-"e)"pC&.)"
*2?,)".?".$)".1+&'&'3",+/02),"+'-"&."&,"F)17")+,7".?"/?F)".?".$)"D1?'3"*2+,,"
+1)+"e7"+"F)17",/+22",.)0

=1)-&.,E"$..0,Ekk,)*/2l3&.$Cel&?k!"$..0,Ekk+16&Fl?13k+e,k@ƒ:zl:zAƒ„

https://secml.github.io/
https://arxiv.org/abs/1608.08967


Some ways of improving it
• 4"*?C02)"?>",&/02)"D+7,"s -C1&'3".1+&'&'3E

• •?1")F)17".1+&'&'3")6+/02)".?"+--"+22"&.,"0&6)2"F&*&'&.7
• %1+De+*xE")60?')'.&+227"&'*1)+,)-"'C/e)1"?>"&'0C.",+/02),

• 4--"?'27".$)"/?,."$+1-")6+/02),">1?/".$&,"F&*&'&.7
• %1+De+*xE"+--&.&?'+2"e+*x01?0+3+.&?'",.)0,

=1)-&.,E"$..0,Ekk+16&Fl?13k+e,k@„:ƒl:ƒ:zr

https://arxiv.org/abs/1706.06083


Certified Robustness - definitions
• ;C00?,)"?C1"tt">C'*.&?'"𝑓(𝑥) &,".$)"C"&%%,Q,#).?"𝐾 *2+,,),E"𝑓: 𝑅( →
𝑌, 𝑌 = {1,… , 𝐾}

• _,C+227"D)"$+F)"tt"ℎ 𝑥 : 𝑅( → 𝑅2!"+'-"𝑓 𝑥 = 𝑎𝑟𝑔𝑚𝑎𝑥7ℎ 𝑥 7
• %).)1/&'&,.&*"+001?+*$E"D)"D+'.".?">&'-"01?F&-)".$)"*2+,,"?>"0)1.C1e+.&?'"𝑆(𝑥, 𝑓) ,?"+,".$)"*2+,,&>&)1"

?C.0C."D&22"'?."*$+'3)!"?1"/?1)">?1/+227E
• 𝑓 𝑥 + 𝛿 = 𝑓 𝑥 ∀𝛿 ∈ 𝑆(𝑥, 𝑓)

• #1?e+e&2&,.&*"+001?+*$E"$+F&'3".$)"01?e+e&2&.7"?>"1?eC,.'),,"𝑃!">&'-".$)"*2+,,"?>"&'0C."0)1.C1e+.&?',"
𝑆 𝑥, 𝑓, 𝑃 ,l.lE

• 𝑃𝑟𝑜𝑏@∈A(B,C,D) 𝑓 𝑥 + 𝛿 = 𝑓 𝑥 = 𝑃

• 5>"tt"𝑓(𝑥) &,".$)")#F)#%%/)E"𝑓: 𝑅( → 𝑅
• B+F&'3".$)"C00)1"+'-"2?D)1"e?C'-,"?'".$)"?C.0C."0)1.C1e+.&?'!">&'-".$)"*2+,,"?>"&'0C."0)1.C1e+.&?',"
𝑆 𝑥, 𝑓, 𝑓EFG, 𝑓HI E

• 𝑓 𝑥 − 𝑓EFG ≤ 𝑓 𝑥 + 𝛿 ≤ 𝑓 𝑥 + 𝑓HI, ∀𝛿 ∈ 𝑆(𝑥, 𝑓, 𝑓EFG, 𝑓HI)



Certified Robustness – definitions (2)
• 42,?!"&'F)1,)".+,x,"*?C2-"*?',&-)1)-

• 5>"tt"𝑓(𝑥) &,".$)"C"&%%,Q,#).?"𝐾 *2+,,),E"𝑓: 𝑅( → 𝑌, 𝑌 = {1, … , 𝐾}
• #1?e+e&2&,.&*"+001?+*$E"D)"D+'.".?"/)+,C1)".$)"01?e+e&2&.7"?>"'?."*$+'3&'3".$)"*2+,,&>&)1"?C.0C."

C'-)1",?/)"*2+,,"?>"&'0C."0)1.C1e+.&?',"𝑆E
• 𝑃𝑟𝑜𝑏@∈A(𝑓 𝑥 + 𝛿 = 𝑓(𝑥))

• 5>"tt"𝑓(𝑥) &,".$)")#F)#%%/)E"𝑓: 𝑅( → 𝑅
• u)"D+'.".?">&'-".$)"C00)1"+'-"2?D)1"e?C'-,"?>".$)"?C.0C."0)1.C1e+.&?'"C'-)1",?/)"*2+,,"?>"&'0C."

0)1.C1e+.&?',"𝑆 &'".$)"+'+27.&*+2">?1/E
• 𝑓 𝑥 − 𝑓EFG 𝑓, 𝑥, 𝑆 ≤ 𝑓 𝑥 + 𝛿 ≤ 𝑓 𝑥 + 𝑓HI 𝑓, 𝑥, 𝑆 , ∀𝛿 ∈ 𝑆

• =+'"e)"/)+,C1)-"|C,."e7"+'+27c&'3".$)"?C.0C."?>"𝑓(𝑥 + 𝛿)



Certified Robustness and Lipschitz Function
• t)C1+2"t)."?C.0C."&,"ℎ: 𝑅( → 𝑅2!"+'-" .$)"*2+,,&>&)1"&.,)2>"&,"𝑓: 𝑅( → 𝑌, 𝑌 = {1, … , 𝐾}!"D$)1)"𝑓 𝑥 =
𝑎𝑟𝑔𝑚𝑎𝑥7∈Lℎ 𝑥 7

• =?',&-)1"e&'+17"*+,)"v𝐾 = 2w!"+'-"01?e+e&2&,.&*"?C.0C.E"ℎ 𝑥 N + ℎ 𝑥 O = 1, ℎ 𝑥 7 ≥ 0
• H,:%C.,+R7Q-'C+,/'7𝑓: 𝑅( → 𝑅 D&.$"+"b&0,*$&.c"*?',.+'."𝐿E"∀𝑥N, 𝑥O &."&,".1C)".$+."𝑓 𝑥N − 𝑓 𝑥O ≤
𝐿| 𝑥N − 𝑥O |

• H/C&"7H,:%C.,+R7Q-'C+,/'7𝑓 D&.$"+"b&0,*$&.c"*?',.+'."𝐿(𝑥T)E"∀𝑥 ∈ 𝑆(𝑥T) &."&,".1C)".$+."𝑓 𝑥T − 𝑓(𝑥) ≤
𝐿(𝑥T)| 𝑥T − 𝑥 |

• b)."𝑗 = 𝑎𝑟𝑔𝑚𝑎𝑥7∈Lℎ 𝑥T 7!"+'-"ℎ 𝑥T V − ℎ 𝑥T 7WV ≥ 𝜖 ∀𝑖 ≠ 𝑗

• b)."ℎ 𝑥T V ` 2?*+2"b&0,*$&.c">C'*.&?'"D&.$"+"b&0,*$&.c"*?',.+'."𝐿(𝑥T)

• <$)'"&>"𝑆 𝑥T = {𝑥: 𝑥T − 𝑥 ≤ [
O\ B]

}!"D)"$+F)"ℎ 𝑥T V − ℎ 𝑥 V ≤ 𝐿 𝑥T
[

O\ B]
= [

O

• 4,"+"*?',)pC)'*)"D)…22"$+F)"𝑗 = 𝑎𝑟𝑔𝑚𝑎𝑥7∈Lℎ 𝑥 7!"+'-"𝑓 𝑥 = 𝑓 𝑥T = 𝑗 &'".$)"F&*&'&.7"𝑆 𝑥T =
{𝑥: 𝑥T − 𝑥 ≤ [

O\ B]
}!"+'-"*)1.&>&)-"1?eC,.'),,y

• <1C)"*)1.&>&)-"1+-&C,"*+'"e)"/C*$"e&33)1".$+'"b&0,*$&.c"F&*&'&.7"𝑆(𝑥T)



Adversarial Robustness

Adversarial 
robustness

Adversarial 
Training

DeterministicProbabilistic

Certified 
Defenses

Mixed Integer Linear 
Programming

Empirical 
Defenses

Satisfiability 
Modulo Theories

Randomized 
Smoothing

4002&*+e2)"?'27">?1"F)17",/+22"tt"/?-)2,
vt#`*?/02).)"01?e2)/,w



Empirical VS Certified

• 69:,),C&"
• _00)1"e?C'-"?'".$)".1C)"1?eC,.'),,"+**C1+*7
• dC."?'27"C'.&2".$)"')D",.1?'3)1"+..+*x"+00)+1,

• 8#)+,Q,#(
• b?D)1"e?C'-"?'".$)".1C)"1?eC,.'),," +**C1+*7
• 5."&,"D$+."$+,"e))'".$)?1).&*+227"01?F)'!"+'-"'?"?')"+..+*x"*+'"e)+."&.



Empirical robustness: adversarial training

• 0&,'7,(#&E"
• .1+&'"?'".$)"/?,."$+1-")6+/02),"C,&'3",?/)"*2+,,"?>"0)1.C1e+.&?',"𝑆(= Δ)

+1?C'-".1+&'&'3")6+/02),

• E)&4I&C$%E
• †C&.)"&')>>&*&)'.".1+&'&'3"v2?'3)1".$+'"C,C+2"e)*+C,)"?>">&'-&'3"?>"$+1-"

)6+/02),">?1")F)17".1+&'&'3",+/02)">?1")F)17"&.)1+.&?'w
• <$)"+**C1+*7"?'"*2)+'",+/02),"&,"2?D)1".$+'">?1"C,C+2".1+&'&'3



The problem with 𝒍𝒑-balls

• _,C+227".$)"1?eC,.'),,"&,",.C-&)-"C'-)1".$)"𝑙I`e+22,"0)1.C1e+.&?',"?>"
&'0C."v𝑆: 𝛿 I ≤ 𝜀w

• <$)"01?e2)/"&,"D$&2)".$)"&'0C."𝑙I`e+22"&,"*?'F)6!">?1".$)"?C.0C."&."
*?C2-"e)"?>"+'7">?1/"+'-"*?'F)6&.7

• <$+.…,"D$7"&."&,"$+1-".?"01?F)"+'7.$&'3



Convex relaxation1

• 0&,'7,(#&E
• b).…,"/+x)"?C."1)3&?',"*?'F)6"e7"1)2+6+.&?'y

• <$&,"&,".$)")6+/02)"?>"C,&'3"(5b#"+'-"
*+''?."e)"3)')1+2&c)-".?"5/+3)t).

i@j"u?'3!"{1&*!"+'-"‡l"ˆ&*?"o?2.)1l"‰#1?F+e2)"-)>)',),"+3+&',."+-F)1,+1&+2")6+/02),"F&+".$)"*?'F)6"?C.)1"+-F)1,+1&+2"0?27.?0)l‰



Adversarial examples and boundary curvature
• a)17"*C1F)-"e?C'-+17"D&22"2)+-".?"+-F)1,+1&+2")6+/02),"2??x&'3"F)17"

,&/&2+1".?".$)"*2+,,&>&*+.&?'"e?C'-+17
• ;?"2).…,"-&/&'&,$".$&,"*C1F+.C1)",0&x)"&'>2C)'*)y

• %&>>)1)'."+001?+*$),")6&,.")l3l"e7"345164-478"9l@"#$83&8478"9l8!"eC.".$)"/?,."
>+/?C,"?')"&,"e7".(:4#8478"9l""

i@j"b)*C7)1!"(+.$&+,!")."+2l"‰=)1.&>&)-"1?eC,.'),,".?"+-F)1,+1&+2")6+/02),"D&.$"-&>>)1)'.&+2"01&F+*7lf
i8j"b&!"d+&!")."+2l"‰=)1.&>&)-"4-F)1,+1&+2"h?eC,.'),,"D&.$"4--&.&F)"t?&,)l‰



Randomized Smoothing1

• 0&,'7,(#&E
• b).…,"C,)"+'?.$)1"-)>&'&.&?'"?>"*2+,,&>&)1y
• t)D"*2+,,&>&)1"v&'">+*.!",?1."?>"<<4wE"

• 𝑔 𝑥 = argmax
h∈L

𝑃 𝑓 𝑥 + 𝜀 = 𝑐 , 𝜀~𝑁(0, 𝜎O𝐼)

• <$)"/+&'"1?eC,.'),,"1),C2.E
• 5>"𝑓(𝑥) *2+,,&>&)1"&,"1?eC,."C'-)1"Š+C,,&+'"

'?&,)!
• <$)'" 𝑔(𝑥) *2+,,&>&)1"&,"1?eC,."C'-)1"!<S '?&,)

• <$)"1+-&C,"𝑅 &'"T.#/)#97A &,".&3$.E"D&.$"
.$)"e&33)1"1+-&C,".$)1)")6&,.,"+'"
+-F)1,+1&+2")6+/02)

i@j"=?$)'!"‡)1)/7"(l!"{2+'"h?,)'>)2-!"+'-"‡l"ˆ&*?"o?2.)1l"‰=)1.&>&)-"+-F)1,+1&+2"1?eC,.'),,"F&+"1+'-?/&c)-",/??.$&'3l‰



Randomized smoothness: some interesting 
facts
• ;?/)"&'.)1),.&'3"-).+&2,"+e?C."2&')+1"*2+,,&>&)1">?1".D?"*2+,,),E"𝑓 𝑥 =
𝑠𝑖𝑔𝑛(𝑤q𝑥 + 𝑏)

• 5."&,".$)",/??.$)-"F)1,&?'"?>"&.,)2>E

• =)1.&>&)-"1+-&C,"?>"&."&,".$)"-&,.+'*)"e).D))'".$)"0?&'."𝑥 +'-".$)"e?C'-+17E

• dC.".$)1)"+2D+7,")6&,.,"+"*2+,,&>&)1"D&.$"1)+2"1?eC,.'),,"1+-&C,"/?1)"
.$+'"𝑅 >1?/"T.#/)#97AE



Randomized smoothness: results

• <$)"+C.$?1,"01?0?,)".$)"01?*)-C1)".?"1).C1'".$)"1+-&C,"𝑅 +'-"?C.0C."*2+,,"
𝑐 e+,)-"?'"&'0C."𝑥 +'-".$)"-)F&+'*)"?>"'?&,)"𝜎

• <$&,"01?*)-C1)"*+'")F)'"+F?&-".?"01?F&-)".$)"+',D)1"D&.$",?/)"01?e+e&2&.7"𝛼
• <?"*)1.&>7".$)"*2+,,&>&)1,!"+C.$?1,"+)&,'#(7+.#7I&%#79/(#"%74,+.7U&-%%,&'7

'/,%#7Q)/97𝑵(𝟎, 𝝈𝟐𝑰) s &'">+*.!".?"/+x)".$)"*2+,,&>&)1"𝑓(𝑥) /?1)"1?eC,.".?"
Š+C,,&+'"'?&,)

• <1+&')-"/?-)2,"+1)"*?/0+1)-"C,&'3"f &::)/M,9&+#7C#)+,Q,#(7&CC-)&CLgE
• •?1")+*$".),."1+-&C,"𝛿 = 𝑟 .$)">1+*.&?'"?>")6+/02),"&,"1).C1')-"?'"D$&*$"={h<5•q"

• #1?F&-),".$)"+',D)1
• h).C1'," .$)"*?11)*."*2+,,
• h).C1',"+"1+-&C,"𝑅 ,?"+,"𝑟 ≤ 𝑅

• 42,?"D$)'"),.&/+.&'3".$)"𝑔(𝑥) +C.$?1,"1C'"(?'.)"=+12?"𝑁 .&/),



Randomized smoothness: results on 
ImageNet (1)

4001?6&/+.)"*)1.&>&)-"+**C1+*7

u+.)1>+22"|C,."e)*+C,)"D)".$)".1+&')-"/?-)2"&,"1?eC,."C,C+227"C'-)1",?/)"𝑟 ≤ 𝑅
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Randomized smoothness: results on 
ImageNet (2)
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Improvement: Adversarial training for 
smoothed classifier1
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Improvement: Certified Robustness for Top-k 
Predictions1
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BlackBox for Randomized Smoothing1
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