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Intelligence Systems and Data Science Technology Center: Hay4Hoe
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PasBuTre HelipoceTeli

Hauunas ¢ 1943 roga, korga Bnepsble bbina npefjioxkeHa MatemaTnyeckas hopmannsayms
MakKanokom u MUTTCOM NOHATUS “NCKYCCTBEHHOTO HelipoHa”, HelipoceTn CTaHoBUANCH':
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CBepToYHble HelipoceTun?

@ [nsa pabotbi ¢ poTorpacbusiMu n BUAEO Nyylle BCErO MOAXOAAT CBEPTOHHbIE HEMPOHHbIE
cetn (CHQ),
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cetn (CHQ),
e Hanpumep, no3sonsioT BbIAENATH OBBEKTLI 1 ONPEAensTb UX KIacc,

@ Hy v oTBevatoT Ha rnaBHbIi BOMPOC — Kowka uan cobaka?
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NHTepecHble BoNpoChI

[agaliTe pasbepemcsi, Tak 1 y>K XOPOLIN CBEPTOYHbIE HEVPOCETH,
AeNCTBUTENBHO /1N ONPaBAAHO BCE TO BHUMAHUE, KOTOPOE UM
yaensor?
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Yenosek nan CHC?

ImageNet* (1000-knaccosas 6a3za gaHHbIx n306paxeHuii)

o Top-5 owwnbka gns yenoseka®: 5.1%
o Top-5 owwmbka ans CHC®: 2.0%

“http://www.image-net.org/

Shttp://karpathy.github.io/2014/09/02/
what-i-learned-from-competing-against-a-convnet-on-imagenet/

®Touvron, Hugo, et al. “Fixing the train-test resolution discrepancy.” 2019

"http://vis-www.cs.umass.edu/1fw/

8Kumar, Neeraj, et al. “Attribute and simile classifiers for face verification.” 2009 @I

°Deng, Jiankang, et al. “Arcface: Additive angular margin loss for deep face recognition.” 2018
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Takune HeycTtouneble CHC

@ MoxHo BHECTHU NPAaKTNYECKN HE3aMETHbIE ONA rNa3a Y€JIOBEKA BO3MYLLEHNA BO BXOAHbIE
AadHHbIE, KOTOpPbIE, TEM HE MEHEE, NOJIHOCTbO NOMEHAKOT BbIXOA HeVIpOHHOVI ceTn

G
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o Hanpumep, pesynbTaT knaccudukaumm ¢ “nanabl’ nomeHsieTcs Ha ‘rubboHa’?

Marda, 57.7% Tu660H, 99.3%

+.007 x

Takoe Bo3MyLLEeHME Ha3bIBAaeTCs cOCTA3aTeNbHON aTakoi (adversarial attack) |
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Ataka CHC, npeaHasHayeHHbIX ANS CErMeHTaLUMmn nanm obHapy>KeHus

@ MoxHo aTakoBaTb Takxke CHC, koTopble He npeaHasHaveHbl ana knaccudukauum —
Hanpumep, Ansi ODHAPYXeHUs 1 cermMeHTaLmn n3obpaxeHniill

G

~

1Xije, Cihang, et al. “Adversarial examples for semantic segmentation and object detection.”-2017
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ATtaka CHC, NnpeaHa3HA4Y€HHbIX 014 CEFrMEHTaUNN NN O6Hapy>KeHI/Iﬂ

@ MoxHo aTtakoBaTb Takxe CHC, koTopble He npegHasHaueHbl A5 Knaccudukauum —
Hanpumep, ANs ObHAPY>KEHNs N CermeHTaLum U30bparkeHniil!

o
i

Cobaka, Moez0,
Cobaka, Koposa,
Cobaka Yenosek

G

~
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ATaka HellpoceTeii, He npeaHa3HaYeHHbIX A/t U30DparkeHnii

@ MoxHo aTakoBaTb gaxe HC, koTopble Boobuie He paboTatoT ¢ nsobparkeHuamm —

Hanpumep, HC ans sonpocHo-oTeeTHbIx cuctem (QA, question answering systems)!?

G
12 Jia, Robin, and Percy Liang. “Adversarial examples for evaluating reading comprehension systems.” 2017
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ATaka HellpoceTeii, He npeaHa3HaYeHHbIX A/t U30DparkeHnii

@ MoxHo aTakoBaTb gaxe HC, koTopble Boobuie He paboTatoT ¢ nsobparkeHuamm —
Hanpumep, HC ans sonpocHo-oTeeTHbIx cuctem (QA, question answering systems)!?

Article: Super Bowl 50

Paragraph: “Peyton Manning became the first quarter-
back ever to lead two different teams to multiple Super
Bowls. He is also the oldest quarterback ever to play
in a Super Bowl at age 39. The past record was held
by John Elway, who led the Broncos to victory in Super
Bowl XXXIII at age 38 and is currently Denver’s Execu-
tive Vice President of Football Operations and General
Manager. Quarterback Jeff Dean had jersey number 37
in Champ Bowl XXXIV.”

Question: “What is the name of the quarterback who
was 38 in Super Bowl XXXIII?”

Original Prediction: John Elway

Prediction under adversary: Jeff Dean

G
12 Jia, Robin, and Percy Liang. “Adversarial examples for evaluating reading comprehension systems.” 2017
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O,EI,Ha N3 TaBHbIX MPUYHYNH CYLLECTBOBAHNA aTakK

@ OpHa n3 ocHoBHbIX npuynH Takoro noeegerunss CHC Ha noxoxux n3obpaxkeHmsax —-
HeycTtoltunsocts CHC

3Image credit: https://secml.github.io/
Fawzi, Alhussein, Seyed-Mohsen Moosavi-Dezfooli, and Pascal Frossard. “Robustness of classifiers: frégi]al
adversarial to random noise.” 2016
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O,D,Ha N3 TaBHbIX MPUYHYNH CYLLECTBOBAHNA aTakK

@ OpHa n3 ocHoBHbIX npuynH Takoro noeegerunss CHC Ha noxoxux n3obpaxkeHmsax —-
HeycTtoltunsocts CHC

@ A nMmeHHO, pazgensiioume rpaHnLbl KiaaccudrukaTopa 4acTo NpoxoaaT o4YeHb Bansko K
0by4aloLnMM AaHHBIM, 1 Nerko “sacTynuTe’ 3a Takyto rpanuiy’3 4

Training samples Class A
X /
X X \

Adversarial
regions

Adversarial
regions

Adversarial
regions

Class B
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[lpocToii meToa 3aLnThI

@ [Mockonbky MoxHo obmaHyTe CHC nyTem HebO/MbLIOrO MUKCENBHOrO BO3MYLLEHUS, TO
noyemy 66l BO Bpemsi 0Dy4eHnst Anst Kakgoro obyyatowlero npumepa He gobasasTb 1 BCO
ero NONMKCEsbHYIO OKPECTHOCTL (MO HeKoTopoli HopMe, Hanpumep, £oo )

G

~

Madry, Aleksander, et al. “Towards deep learning models resistant to adversarial attacks.” 2017
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[MpocToii, HO He paboTatolnii MeToa 3aLUThI

o [lpeanonoxnm, 4To ucxoaHas kaptuHka pasmepa 100 x 100 nukceneii, 3 useta RGB

G

~
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o [lpeanonoxnm, 4TO Hall rNas He CUILHO pasfnyaeT konebaHus uBeTa nuKcenei B 2
rpagauun (13 256): B KaxAOM TOUKE ANst KaXKAOrO LiBETa MOXeM Mo3BoNUTL +1 3HaueHwne
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[MpocToii, HO He paboTatouinii meTos 3

o [lpeanonoxnm, 4To ucxoaHas kaptuHka pasmepa 100 x 100 nukceneii, 3 useta RGB

o [lpeanonoxnm, 4TO Hall rNas He CUILHO pasfnyaeT konebaHus uBeTa nuKcenei B 2
rpagauun (13 256): B KaxAOM TOUKE ANst KaXKAOrO LiBETa MOXeM Mo3BoNUTL +1 3HaueHwne

o Torpa ans Kaxaoro oby4atollero npumepa Hy>X<KHO A0baBuUTbL CrieaytoLlee KOJIMYeCTBO ero
NMUKCENbHbIX COCEeAEN:

23>< 100x100 _ 230000 — (210)3000 ~ (103)3000 — 109000

G
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o [lpeanonoxnm, 4To ucxoaHas kaptuHka pasmepa 100 x 100 nukceneii, 3 useta RGB

o [lpeanonoxnm, 4TO Hall rNas He CUILHO pasfnyaeT konebaHus uBeTa nuKcenei B 2
rpagauun (13 256): B KaxAOM TOUKE ANst KaXKAOrO LiBETa MOXeM Mo3BoNUTL +1 3HaueHwne

o Torpa ans Kaxaoro oby4atollero npumepa Hy>X<KHO A0baBuUTbL CrieaytoLlee KOJIMYeCTBO ero
NMUKCENbHbIX COCEeAEN:

23>< 100x100 _ 230000 — (210)3000 ~ (103)3000 — 109000

@ 7o ropasgo 6onblue uncna aToMos B BMANMOIL YacTu Beenennoii (1080)!
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[MpocToii, HO He paboTatouinii meTos 3

Mpeanonoxunm, 4To ncxogHast kaptuHka pasmepa 100 x 100 nukceneii, 3 useta RGB

MpennonoXmnm, 4TO Hal rAa3 He CUBLHO pasnaun4YaeT KosiebaHus LBeTa nukceneli B 2
rpagauun (13 256): B KaxAOM TOUKE ANst KaXKAOrO LiBETa MOXeM Mo3BoNUTL +1 3HaueHwne

o Torpa ans Kaxaoro oby4atollero npumepa Hy>X<KHO A0baBuUTbL CrieaytoLlee KOJIMYeCTBO ero
NMUKCENbHbIX COCEeAEN:

23>< 100x100 _ 230000 — (210)3000 ~ (103)3000 — 109000

370 ropasgo 6onble uncna aToMos B BMAUMOIL YacTu Beenennoii (1080)!

B obuiem, He o4eHb peanncTuyHo

G
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PaboTatowuii metos 3aLnThi

o [laBaiiTe He nepebupaTb BCIO OKPECTHOCTL Oby4vatoLero npumMepa, a bpaTe TONLKO Te
TOYKMN U3 OKPECTHOCTMN, KOTOPbIe BivXKe BCEro K pa3fensitoleil NoBepxXHOCTM

18Goodfellow, lan J., Jonathon Shlens, and Christian Szegedy. “Explaining and harnessing adversarial @I
examples.” 2014
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PaboTatowuii metos 3aLnThi

o [laBaiiTe He nepebupaTb BCIO OKPECTHOCTL Oby4vatoLero npumMepa, a bpaTe TONLKO Te

TOYKM N3 OKPECTHOCTUN, KOTOpble BAMXKE BCEro K pasfensitolleii NoBEPXHOCTM

o Takoii MeTon obydeHus HasbiBaeTcs cocTasaTenbHbIM (adversarial training)®

Mntockbl cocTsizaTensHOro oby4eHus

@ He Hy>xHO nepebrpaTb BCIO OKPECTHOCTL OrPOMHOI MOLLIHOCTY
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PaboTatowuii metos 3aLnThi

o [laBaiiTe He nepebupaTb BCIO OKPECTHOCTL Oby4vatoLero npumMepa, a bpaTe TONLKO Te
TOYKM U3 OKPECTHOCTMN, KOTOPble DiivKe BCErO K pasgensitoLeil noBepXHOCTH
o Takoii MeTon obydeHus HasbiBaeTcs cocTasaTenbHbIM (adversarial training)®

[ntockl cocTazaTensHoOro o6yqu ns

@ He Hy>xHO nepebrpaTb BCIO OKPECTHOCTL OrPOMHOI MOLLIHOCTY

@ B uenowm, 3awjmuiaetT oT MeTOAA HAXOXKAEHUS COCTA3ATENIbHBIX MPUMEPOB

MuHycbl cocTs3aTensHOro obyyeHus

o [Mpouenypa HaxoXAEHUS XOPOLUMX COCTSA3aTENbHBIX MPUMEPOB paboTaeT MeneHHO
(ropasgo MepsieHHee OQHOMO rPajNeHTHOrO Lwara)

@ 3awuiaeT TONLKO OT TOr0 METOAA HAaXOXKAEHUSI COCTA3ATENbHbIX NMPUMEPOB, KOTOPbI
MCOMJIb30BaJICA B COCTA3aTeNbHOM 0bydeHunn

v

18 Goodfellow, lan J., Jonathon Shlens, and Christian Szegedy. “Explaining and harnessing adversarial s\
examples.” 2014
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CocTasaTenbHble aTaku: HeObXoAUMbIE 0DO3HAYEH S

Mycts x € B = [0,1]¢*M*N — gxonnas kapturka C x M x N, rae C — KonmuecTso
ysetos (1 ans 4/6, 3 ans RGB)

Ygt — NPaBUJIbHbIA Knacc ans x

6 — napametpbl CHC-knaccudukatopa

L(6, X, ygt) — dyHKUNS NoTepb
f(x) — Bbixog knaccudpmkaTopa (pacnosHaHHbIi knacc); npu obyyeHun Mbl gobrneaemcs
paBeHCTBa f(X) = ygt

G

~
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Mycts x € B = [0,1]¢*M*N — gxonnas kapturka C x M x N, rae C — KonmuecTso
ysetos (1 ans 4/6, 3 ans RGB)

Ygt — NPaBUJIbHbIA Knacc ans x

6 — napametpbl CHC-knaccudukatopa

L(6, X, ygt) — dyHKUNS NoTepb
f(x) — Bbixog knaccudpmkaTopa (pacnosHaHHbIi knacc); npu obyyeHun Mbl gobrneaemcs
paBeHCTBa f(X) = ygt

re B=1[0,1]*M*N — annutusHas nobaeka ko Bxomy X

G

~
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CocTsizaTenbHasi aTaka, YCTOMYUBOCTL: (POPMY/INPOBKA

Llenb coctsisaTenbHol aTakm

MomeHsITb BbIxoA KnaccudmkaTopa f Ha HenpaBUbHbIV NyTeM f0DAaBNEHNS MUHUMAJIBHOTO MO

HeKoTOpoli HopMe (Ha npakTuke ucnonbsytotes Lo, {1, lr n Lo, — 0b603HAUNM Hepes £p)
BO3MYLLEHMS I, @ UMEHHO:

G
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CocTsizaTenbHasi aTaka, YCTOMYUBOCTL: (POPMY/INPOBKA

Llenb coctsisaTenbHol aTakm

MomeHsTb BbIXOA KnaccudukaTopa f Ha HenpaBUIbHBIN NyTem [obaBNEHUS MUHUMAJIBHOTO MO
HeKoTOpoli HopMe (Ha npakTuke ucnonbsytotes Lo, {1, lr n Lo, — 0b603HAUNM Hepes £p)
BO3MYLLEHWS F, @ UMEHHO: MUHUMU3KPOBATH ||r|[p T.4.

of(X)z}/gt
ef(x_‘_r)?é}/gt
Q@ x+reB
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CocTsizaTenbHasi aTaka, YCTOMYUBOCTL: (POPMY/INPOBKA

Llenb coctsisaTenbHol aTakm

MomeHsTb BbIXOA KnaccudukaTopa f Ha HenpaBUIbHBIN NyTem [obaBNEHUS MUHUMAJIBHOTO MO
HeKoTOpoli HopMe (Ha npakTuke ucnonbsytotes Lo, {1, lr n Lo, — 0b603HAUNM Hepes £p)
BO3MYLLEHWS F, @ UMEHHO: MUHUMU3KPOBATH ||r|[p T.4.

of(x):)/gt
ef(x_‘_r)?é}/gt
Q@ x+reB

VcToliumnBocTb KnaccudukaTopa

| A\

Haiitn Takoii knacc Bosmywenust S(x, ) C B, npu KOTOPOM K1accugrKaTop HE MEHSIET CBOIA

BbIXOA:
f(x+r)=f(x) Vre S(x,f)
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CocTsizaTtenbHoe obyyeHune: hopMyanpoBKa

B o0bosHayeHusix Bbilwe 0bbI4HOE 0byYeHE MOXHO CHOPMYANPOBATL Kak

ObyuyeHue Ha npumMepax

mein Ex v [L(0, X, ygt )]

G
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CocTsizaTtenbHoe obyyeHune: hopMyanpoBKa

B o0bosHayeHusix Bbilwe 0bbI4HOE 0byYeHE MOXHO CHOPMYANPOBATL Kak

ObyuyeHue Ha npumMepax

mein Ex v [L(0, X, ygt )]

B coctsizaTenbHom obydeHun mbl cHadana reHepupyem (Hanpumep, Kakum-HUbyab MeTOLOM
aTaKu) camblii CNOXKHbIN NPUMEpP 13 HEKOTOPOI OKPECTHOCTM A BXOZHOTO npumepa (Hanpumep,
no {p-HOpMeE), a y>xe 3aTeM MUHUMU3MPYEM MO MapameTpam HerpoceTu:
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B o0bosHayeHusix Bbilwe 0bbI4HOE 0byYeHE MOXHO CHOPMYANPOBATL Kak

ObyuyeHue Ha npumMepax

mein Ex v [L(0, X, ygt )]

B coctsizaTenbHom obydeHun mbl cHadana reHepupyem (Hanpumep, Kakum-HUbyab MeTOLOM
aTaKu) camblii CNOXKHbIN NPUMEpP 13 HEKOTOPOI OKPECTHOCTM A BXOZHOTO npumepa (Hanpumep,
no {p-HOpMeE), a y>xe 3aTeM MUHUMU3MPYEM MO MapameTpam HerpoceTu:

CocTtazatensHoe obyyeHune

mein Ex,ygr[’;”eaAX L(O,x + 1, Ygr)]

N
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Hopmel £,: HanomunHaHue

HanomHnm Hanbonee ynotpebutensHbie Hopmbl £p aist X = (x1,...,Xp) € R™

G

~
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Hopmel £,: HanomunHaHue

HanomHnm Hanbonee ynotpebutensHbie Hopmbl £p aist X = (x1,...,Xp) € R™

o Uy ||x|l2 = /> 07y x?
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Hopmel £,: HanomunHaHue

Hanomuum Hanbonee ynotpebutensHbie Hopmbl £, fnst x = (x1,...,Xp) € R™
} _ no 2
o Ly ||x[l2=1/>2iL1 X

o (1 ||x]l1 = D21 Xl
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} _ no 2
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o (1 ||x]l1 = D21 Xl
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Hopmel £,: HanomunHaHue

Hanomuum Hanbonee ynotpebutensHbie Hopmbl £, fnst x = (x1,...,Xp) € R™
} _ no 2
o Ly ||x[l2=1/>2iL1 X

o (1 ||x]l1 = D21 Xl

@ loo: ||X]]oo = max; |xi|

o lo: [[x|lo = 22711 Lazo
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Hopmel £,: HanomunHaHue

Hanomuum Hanbonee ynotpebutensHbie Hopmbl £, fnst x = (x1,...,Xp) € R™
o Lot [|x||l2 = /X1y X?
o (1t |Ix|lr =21 Ixil
@ loo: ||X]]oo = max; |xi|
o Lo |Ixllo = Y211 10

3ameuanue. [ns 0 < p < 1 Hopma £p,, ansi koTopoii ||x]|, = (3.7 ]x,-\”)l/p, He siBNsieTCA
HOpMOVi
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[lpeaTeda cocTa3aTeNbHbIX aTak

@ WN3nauanbHo ycrtoituneocts CHC n3y4vanace ¢ TOUKM 3peHusi afekBaTHOW peakuuu Ha
pa3Hble BXOAbl

"Nguyen, Anh, Jason Yosinski, and Jeff Clune. “Deep neural networks are easily fooled: High confidend@[]a¥z
predictions for unrecognizable images.” 2014
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pa3Hble BXOAbl

@ BbisicHunock, 4TO CyLlecTByOT npuMepbl (CTPYKTYPUPOBaHHBIE UM HET), KOTOPbIE Ha
Boixofe CHC moryT gaBaTe ¢ bonbluoli BeposiTHOCTBIO 1t0DOIA Knacc
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M peaTedHa COCTA3aTENIbHbIX aTaK

@ sHavanbHo yctoliunsocts CHC n3yvanack ¢ TOYKM 3peHusi afekBaTHON peakuun Ha
pasHble BXOAbl

@ BbisicHunock, 4TO CyLlecTByOT npuMepbl (CTPYKTYPUPOBaHHBIE UM HET), KOTOPbIE Ha
Boixofe CHC moryT gaBaTe ¢ bonbluoli BeposiTHOCTBIO 1t0DOIA Knacc

o Takue npumepsl HasbiBanuCh “obMaHHbIMU 30bpaxxerusmu’ L’ (fooling images) n
CTPOMJINCL C MOMOLLbIO 3BOJTIOLMNOHHBLIX aaropuTMOB

"Nguyen, Anh, Jason Yosinski, and Jeff Clune. “Deep neural networks are easily fooled: High confidend@[]a¥z
predictions for unrecognizable images.” 2014
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MeTopn ataku: FGSM

o MpepnoxxeHune: ncnonb30BaTh ANHENHYIO YacTb (OYHKLUM NOTEPL B OKPECTHOCTU X 1
natu no rpaanenty — FGSM!8 (Fast Gradient Sign Method):

r=e-sign(ViL(0,x,y:))

roe 0 < € < 1 — HekoTOpasi KOHCTaHTa

8Goodfellow, lan J., Jonathon Shlens, and Christian Szegedy. “Explaining and harnessing adversarial @I
examples.” 2014
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MeTopn ataku: FGSM

o MpepnoxxeHune: ncnonb30BaTh ANHENHYIO YacTb (OYHKLUM NOTEPL B OKPECTHOCTU X 1
natu no rpaanenty — FGSM!8 (Fast Gradient Sign Method):

r=e-sign(ViL(0,x,y:))

roe 0 < € < 1 — HekoTOpasi KOHCTaHTa

e Hanomunanue: gns ontumusauun secos CHC npumensieTcs meton obpaTtHoro
pacnpocTpaHeHusi owmnbok, rae bepetcst rpaguent no secam CHC, T.e. VoL (6, X, ygr)

8Goodfellow, lan J., Jonathon Shlens, and Christian Szegedy. “Explaining and harnessing adversarial @I
examples.” 2014
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MeTopn ataku: FGSM

o MpepnoxxeHune: ncnonb30BaTh ANHENHYIO YacTb (OYHKLUM NOTEPL B OKPECTHOCTU X 1
natu no rpaanenty — FGSM!8 (Fast Gradient Sign Method):

r=e-sign(ViL(0,x,y:))

roe 0 < € < 1 — HekoTOpasi KOHCTaHTa

e Hanomunanue: gns ontumusauun secos CHC npumensieTcs meton obpaTtHoro
pacnpocTpaHeHusi owmnbok, rae bepetcst rpaguent no secam CHC, T.e. VoL (6, X, ygr)

@ Wccnepyetcs Hopma BosMylueHns £, Kak Hanbonee BaM3Kkast K TOMy, YTO UCMONL3YeT
4enoBek

8Goodfellow, lan J., Jonathon Shlens, and Christian Szegedy. “Explaining and harnessing adversarial @I
examples.” 2014
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Metog atakun: I-FGSM (PG

@ YacTo nuHeiiHas OuUeHKa OKPECTHOCTU (PYHKLMM JOCTAaTO4HO rpybas, n ogun war FGSM
nopoii He NPUBOAMUT K XOpoLUeli aTake

NG
9Kurakin, Alexey, lan Goodfellow, and Samy Bengio. “Adversarial examples in the physical world* 2016
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Metog ataku: I-FGSM (PGD)

@ YacTo nuHeiiHas OuUeHKa OKPECTHOCTU (PYHKLMM JOCTAaTO4HO rpybas, n ogun war FGSM
nopoii He NPUBOAMUT K XOpoLUeli aTake

o [lns sToro npumensiioT utepaTueHblii Metog I-FGSM? (lterative FGSM), koTopeiii
NO3BOJISIET ABUraTbCS B CTOPOHY rpaHuubl KnaccudmkaTtopa bosnee ToHHO

NG
9Kurakin, Alexey, lan Goodfellow, and Samy Bengio. “Adversarial examples in the physical world* 2016
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Metog atakun: I-FGSM (PG

@ YacTo nuHeiiHas OuUeHKa OKPECTHOCTU (PYHKLMM JOCTAaTO4HO rpybas, n ogun war FGSM
nopoii He NPUBOAMUT K XOpoLUeli aTake

o [lns sToro npumensioT utepaTueHblii Metog I-FGSM!? (Iterative FGSM), koTopeiii
NO3BOJISIET ABUraTbCS B CTOPOHY rpaHuubl KnaccudmkaTtopa bosnee ToHHO

e Ecan I'IB — NpPOoEKUMnNA Ha B, TO B Cny4ae HeHaHpaBﬂeHHOﬁ aTakKn

X""_l = |_|B(Xn + Sign VXL(G,X,ygt)), XO =X

NG
9Kurakin, Alexey, lan Goodfellow, and Samy Bengio. “Adversarial examples in the physical world* 2016
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Metog atakun: I-FGSM (PG

@ YacTo nuHeiiHas OuUeHKa OKPECTHOCTU (PYHKLMM JOCTAaTO4HO rpybas, n ogun war FGSM
nopoii He NPUBOAMUT K XOpoLUeli aTake

o [lns sToro npumensioT utepaTueHblii Metog I-FGSM!? (Iterative FGSM), koTopeiii
NO3BOJISIET ABUraTbCS B CTOPOHY rpaHuubl KnaccudmkaTtopa bosnee ToHHO

e Ecan I'IB — NpPOoEKUMnNA Ha B, TO B Cny4ae HeHaHpaBﬂeHHOﬁ aTakKn

X""_l = |_|B(Xn + Sign VXL(G,X,ygt)), XO =X

@ Ecan npuHsaTh ||X — Xagy||co < €, TO aBTOpLI Npeanaratot genatb n = min(256¢ + 4, 320¢)
Laros

NG
9Kurakin, Alexey, lan Goodfellow, and Samy Bengio. “Adversarial examples in the physical world* 2016
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Metog ataku: I-FGSM (PGD)

@ YacTo nuHeiiHas OuUeHKa OKPECTHOCTU (PYHKLMM JOCTAaTO4HO rpybas, n ogun war FGSM
nopoii He NPUBOAMUT K XOpoLUeli aTake

o [lns sToro npumensioT utepaTueHblii Metog I-FGSM!? (Iterative FGSM), koTopeiii
NO3BOJISIET ABUraTbCS B CTOPOHY rpaHuubl KnaccudmkaTtopa bosnee ToHHO

e Ecan I'IB — NpPOoEKUMnNA Ha B, TO B Cny4ae HeHaHpaBﬂeHHOﬁ aTakKn

X""_l = |_|B(Xn + Sign VXL(G,X,ygt)), XO =X

@ Ecan npuHsaTh ||X — Xagy||co < €, TO aBTOpLI Npeanaratot genatb n = min(256¢ + 4, 320¢)
Laros

@ JToT MeTog Takxe HasbiBaeTcst PGD (Projected Gradient Descent)

NG
9Kurakin, Alexey, lan Goodfellow, and Samy Bengio. “Adversarial examples in the physical world* 2016
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MeTog ataku: MI-FGSM

@ 3ameuanue: Metoabl aTaku Bce bonblue
MOXOXKM Ha Llarnm onTMMmn3aTopa

G

~

2°Dong, Yinpeng, et al. "Boosting adversarial attacks with momentum." 2017
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MeTog ataku: MI-FGSM

@ 3ameuanue: Metoabl aTaku Bce bonblue
MOXOXKM Ha Llarnm onTMMmn3aTopa

o Npea: pasaiite ncnonb3osaTb
crnaxusanue rpagueHta — MI-FGSM?0
(Momentum I-FGSM)

G

26 utoHsi 2020 r. 23 /40

~

2°Dong, Yinpeng, et al. "Boosting adversarial attacks with momentum." 2017
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MeTog ataku: MI-FGSM

@ 3ameuanue: Metoabl aTaku Bce bonblue

NOXOXXWN Ha Warm ontTnMmn3aTtopa Algorithm 1 MI-FGSM
Input: A classifier f with loss function J; a real example « and
(] V|,£I,e$| . JaBanTeE NCNOJZIb30BaTb ground-truth label y;
20 Input: The size of perturbation €; iterations 7" and decay factor .
Crna>mBaHne rpagneHTa — MI-FGSM Output: An adversarial example z* with ||z* — 2|/« < €.

1: = ¢/T;
(Momentum |-FGSM) . ;D:{).wazz.
3: fort =0to7 — 1do
4 Input 7 to f and obtain the gradient V. J (2}, y);
5 Update g:+1 by accumulating the velocity vector in the
gradient direction as

Vad(2i,y)
gi+1 = - ge + " 5 (6)
Ve (7, )l
6: Update a7, by applying the sign gradient as
Ty =@ + o-sign(gig); (7
7: end for
8: return z* = x7.

G

~

2°Dong, Yinpeng, et al. "Boosting adversarial attacks with momentum." 2017
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Cpasterune FGSM-like aTak

‘ Attack ‘ Inc-v3 | Inc-v4 | IncRes-v2 | Res-152 ‘ Inc-v3ens3 ‘ Inc-v3ensa | IncRes-v2ens
FGSM 72.3* 28.2 26.2 253 113 10.9 4.8
Inc-v3 I-FGSM 100.0* 22.8 19.9 16.2 7.5 6.4 4.1
MI-FGSM 100.0* 48.8 48.0 35.6 15.1 15.2 7.8
FGSM 32.7 61.0* 26.6 27.2 13.7 11.9 6.2
Inc-v4 I-FGSM 35.8 99.9* 24.7 19.3 7.8 6.8 4.9
MI-FGSM 65.6 99.9* 54.9 46.3 19.8 174 9.6
FGSM 32.6 28.1 55.3* 25.8 13.1 12.1 7.5
IncRes-v2 I-FGSM 37.8 20.8 99.6* 22.8 89 7.8 5.8
MI-FGSM 69.8 62.1 99.5* 50.6 26.1 20.9 15.7
FGSM 35.0 28.2 27.5 72.9* 14.6 13.2 7.5
Res-152 I-FGSM 26.7 22.7 21.2 98.6* 9.3 8.9 6.2
MI-FGSM 53.6 48.9 44.7 98.5* 221 21.7 12.9
I
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MeTog aTaku: One pixel

o OpHonmkcenbHas aTtaka?l

lo-aTakm

— npefenbHblil cnyyain

215y, Jiawei, Danilo Vasconcellos Vargas, and Kouichi Sakurai. “One pixel attack for fooling deep neural
networks.” 2017

2Storn, Rainer, and Kenneth Price. “Differential evolution — a simple and efficient heuristic for global (R[]l
optimization over continuous spaces.” 1997
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MeTog aTaku: One pixel

o OpHonmkcenbHas aTtaka?l

lo-aTakm

— npefenbHblil cnyyain

o Npes: npuMeHnTb 3BONIOLMOHHBIVE anropuTm
(ancbcbeperumansHoii ssontoLmMn?)

215y, Jiawei, Danilo Vasconcellos Vargas, and Kouichi Sakurai. “One pixel attack for fooling deep neural
networks.” 2017

2Storn, Rainer, and Kenneth Price. “Differential evolution — a simple and efficient heuristic for global (R[]l
optimization over continuous spaces.” 1997
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MeTog aTaku: One pixel

o OpHonukcenbHas aTaka’l — npeaenbHbIA cny4ai

lo-aTakm

o Npes: npuMeHnTb 3BONIOLMOHHBIVE anropuTm
(ancbcbeperumansHoii ssontoLmMn?)

@ [Monynsauus coctont 3 400 3Kk3eMnNsipoB, KaxAbll
N3 KOTOPbIX 33[AETCA NATEPKOIA: [BE KOOPANHATHLI 1
TPU KaHana ygeTa

215y, Jiawei, Danilo Vasconcellos Vargas, and Kouichi Sakurai. “One pixel attack for fooling deep neural
networks.” 2017

2Storn, Rainer, and Kenneth Price. “Differential evolution — a simple and efficient heuristic for global (R[]l
optimization over continuous spaces.” 1997
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MeTog aTaku: One pixel

21

o OpHonnkcensHasi aTaka“  — npeaenbHbIl cnydaii

lo-aTakm

o Npes: npuMeHnTb 3BONIOLMOHHBIVE anropuTm
(ancbcbeperumansHoii ssontoLmMn?)

@ [Monynsauus coctont 3 400 3Kk3eMnNsipoB, KaxAbll
N3 KOTOPbIX 33[AETCA NATEPKOIA: [BE KOOPANHATHLI 1
TPM KaHana uBeTa

o [eHepauus noToMka — NuMHeliHas KOMBUHaALNS Tpex
CNy4yaiiHbIX poanTeneii

215y, Jiawei, Danilo Vasconcellos Vargas, and Kouichi Sakurai. “One pixel attack for fooling deep neural
networks.” 2017

2Storn, Rainer, and Kenneth Price. “Differential evolution — a simple and efficient heuristic for global (R[]l
optimization over continuous spaces.” 1997
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MeTog aTaku: One pixel

o Op,Honvn(ceanaﬂ aTaK321 — npep,eanblﬁ cnyqa|7|

lo-aTakm

@ Mpes: npvMeHUTL 3BOIIOLMOHHBIA anropuTm -.-
(anddeperunansHoii ssontoumnn?)

o [llonynsauus coctont ns 400 ak3emMnnspoB, KaXkablii
U3 KOTOPbIX 33AETCS NSATEPKOIA: BE KOOPAUHATHI U1
TPpU KaHana ugeTa

@ [eHepauust noToMKa — nuHeliHasi KOMBUHaUMs Tpex

CNy4yaiiHbIX poanTeneii .
[Hose |ship Tk |

Target classes.
Original image (dog)
215y, Jiawei, Danilo Vasconcellos Vargas, and Kouichi Sakurai. “One pixel attack for fooling deep neural

networks.” 2017
2Storn, Rainer, and Kenneth Price. “Differential evolution — a simple and efficient heuristic for global (R[]l

optimization over continuous spaces.” 1997
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Pusnyeckme aTaku

@ Bce ataku fo storo pabotanm B T.H. uudpposoii obnactu (digital domain): nsmensinun
KapTUHKY Ha YPOBHE nukceneit

NG
2Kurakin, Alexey, lan Goodfellow, and Samy Bengio. “Adversarial examples in the physical world* 2016
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Pusnyeckme aTaku

@ Bce ataku fo storo pabotanm B T.H. uudpposoii obnactu (digital domain): nsmensinun
KapTUHKY Ha YPOBHE nukceneit

o Ecan HeT BO3MOXHOCTM npoaTakoBaTb M30bpakeHWe HeNOCPeACTBEHHO nepes nogadqeli B
CHC, T0 Takas aTaka becnonesHa

NG
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Pusnyeckme aTaku

@ Bce ataku fo storo pabotanm B T.H. uudpposoii obnactu (digital domain): nsmensinun
KapTMHKY Ha YpOBHe nuKcenei

@ Ecin HeT BO3MOXHOCTM npoaTakoBaTb U300paXkeHne HENOCPEeACTBEHHO Nepes noaadei B
CHC, 7o Takas aTaka becrioniesHa

e [lostomy ataku B peanbHom mupe (real-world), unn dpusnyeckne atakn, Hanbonee
YHUBEpPCaIbHbI

NG
2Kurakin, Alexey, lan Goodfellow, and Samy Bengio. “Adversarial examples in the physical world* 2016
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Pusnyeckme aTaku

@ Bce ataku fo storo pabotanm B T.H. uudpposoii obnactu (digital domain): nsmensinun
KapTUHKY Ha YPOBHE nukceneit

o Ecan HeT BO3MOXHOCTM npoaTakoBaTb M30bpakeHWe HeNOCPeACTBEHHO nepes nogadqeli B
CHC, T0 Takas aTaka becnonesHa

e [lostomy ataku B peanbHom mupe (real-world), unn dpusnyeckne atakn, Hanbonee
YHUBEpPCaIbHbI

o lMepsbiii npumep dusmnyeckoit atakn?® — ataka Ha nsobpaxeHue B LdpoBoii obnacTy,

3aTeMm neyvatb Ha u3nyeckom HocuTene (bymara), 3aTem CHUMOK LMDPOBOIA KaMepoii 1
nocnegytowast obpabotka CHC

NG
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Pusnyeckme aTaku

@ Bce ataku fo storo pabotanm B T.H. uudpposoii obnactu (digital domain): nsmensinun
KapTUHKY Ha YPOBHE nukceneit

o Ecan HeT BO3MOXHOCTM npoaTakoBaTb M30bpakeHWe HeNOCPeACTBEHHO nepes nogadqeli B
CHC, T0 Takas aTaka becnonesHa

e [lostomy ataku B peanbHom mupe (real-world), unn dpusnyeckne atakn, Hanbonee
YHUBEpPCaIbHbI

o lMepsbiii npumep dusmnyeckoit atakn?® — ataka Ha nsobpaxeHue B LdpoBoii obnacTy,

3aTeMm neyvatb Ha u3nyeckom HocuTene (bymara), 3aTem CHUMOK LMDPOBOIA KaMepoii 1
nocnegytowast obpabotka CHC

@ Hukakoii cneumanbHON TeXHONOrMK A4S FeHepauun TakuxX aTak elle He bbiio, NpocTo
bblna nokasaHa UX BO3MOXHOCTb

NG
2Kurakin, Alexey, lan Goodfellow, and Samy Bengio. “Adversarial examples in the physical world* 2016
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Dusnyeckne ataku

(a) Image from dataset (b) Clean image (c) Adv. image, e = 4 (d) Adv. image, € = 8

G

~
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®Pusmyeckume atakn: EOT

o Moaxop EOT?* (Expectation Over Transformation) yunTsiBaeT, 4To 06BEKT B peanbHOM
Mupe obbI4HO NpeTeprneBaeT psif NpeobpasoBaHuii TaknX Kak:

e MacwTtabuposatue
o Tpancnsuyus (Tpsicka)
o V3meHeHme sipKoCTU n/mam KOHTPACTHOCTH

G

~

24 Athalye, Anish, et al. “Synthesizing robust adversarial examples.” 2017
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®Pusmyeckume atakn: EOT

o Moaxop EOT?* (Expectation Over Transformation) yunTsiBaeT, 4To 06BEKT B peanbHOM
Mupe obbI4HO NpeTeprneBaeT psif NpeobpasoBaHuii TaknX Kak:

e MacwTtabuposatue
o TpaHcnsiyus (Tpsicka)
o VI3ameHeHMe SpPKOCTU 1/UanM KOHTPACTHOCTH
@ [loaTomy 3ajava — HaiiTu (HanNpaBEHHYIO) COCTSI3aTesbHYIO aTaky  C yHeTOM
MHOXeCTBa npeobpaszosanuii T:

Haiitn arg max, E;7P(y:|g(x + r)) npu ycnosuu:
o f(X):}/gt#}/t
Q Egrllg(x +r) —g(x)llp < e

Q@ xeB

wLTISZ
24 Athalye, Anish, et al. “Synthesizing robust adversarial examples.” 2017
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®Pusmyeckume atakn: EOT

@ B unTore, ucnonbsys wupokuii psg npeobpasosanuii T, yganock caenaTe COCTA3ATENbHbINA
3D-npumep

G

~
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®Pusmyeckume atakn: EOT

@ B unTore, ucnonbsys wupokuii psg npeobpasosanuii T, yganock caenaTe COCTA3ATENbHbINA

3D-npumep

Transformation Minimum Maximum . . H
Camera distance 3.0
X/Y translation —0. 05 0.05
Rotation any

Background 0.1,0.1,0.1) (1.0, 1.0, 1.0)
Lighten / Darken (additive) —0.15 0.15
Lighten / Darken (multiplicative) 0.5 2.0
Per-channel (additive) —0.15 0.15
Per-channel (multiplicative) 0.7 1.3
Gaussian Noise (stdev) 0.0 0.1

W classified as turtle [l classified asrifle [l classified as other

G

~
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e npuMepbl PU3NYECKNX aTak

o VHTepecHbl npumepsl aTak Ha obbekTbl ImageNet?®, gopoxkHble 3Hakm 2% n gaxke cuctemsi

pacrnosHasanus nuy>’

25Brown, Tom B., et al. “Adversarial patch.” 2017

28Eykholt, Kevin, et al. “"Robust physical-world attacks on deep learning models.” 2017

#"Sharif, Mahmood, et al. “Accessorize to a crime: Real and stealthy attacks on state-of-the-art face (R[]l
recognition.” 2016
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e npuMepbl PU3NYECKNX aTak

o VHTepecHbl npumepsl aTak Ha obbekTbl ImageNet?®, gopoxkHble 3Hakm 2% n gaxke cuctemsi

pacrnosHasanus nuy>’
o [lpumeydaTenbHO, 4TO BCE 3TU aTaku Mo CylwiecTBy fp-aTaku, a Takxe ncnoabsytor NPS un
TV-pobaeku B doyHKLMIO NOTEPb

o NPS (Non Printability Score): wrpad 3a ucnons3osanune LBETOB, KOTOPbLIE HE MOXET
BOCMPOW3BECTW AaHHbI/ NPUHTEP
e TV (Total Variation): wrpad 3a HErnagKocTb KapTUHKM

V()= \/ (Xij+1 = Xiy)? + (Xir1j — xij)?
i

25Brown, Tom B., et al. “Adversarial patch.” 2017

28Eykholt, Kevin, et al. “Robust physical-world attacks on deep learning models.” 2017

#"Sharif, Mahmood, et al. “Accessorize to a crime: Real and stealthy attacks on state-of-the-art face (R[]l
recognition.” 2016
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Euwe npumepsbl pusnyeckux atak

ATaka Ha obbekTbl ImageNet: Ataka Ha FacelD:

Classifier Input Classifier Output
e A :

>

-—
toaster banana  piggy_bank spaghetti

ATaka Ha [OPOXXHblE 3HAKU:
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@ Atakn Ha FacelD: c uBeTHbIM naTyem n YepHo-6enbim

@ Artaka Ha JeTeKTop: Macka U YepHo-benblii naTy
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ATaka Ha geTekTop AuL

@ MTCNN oueHb npocToii n Hernybokuii 1 NOSTOMY KpaliHe YCTOMYMBLIV K COCTA3aTeNbHbLIM
aTakam [eTekTop
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@ PewleHme: aTakoBaTb CaMblii NEPBbI N BaXKHbIA KnaccumkauoHHblid cnoii B P-Net

G

~

Metiowko A. A. petyushko.alexanderl@huawei.com Vcroitunsocte CHC Ha npakTuke 26 unroHs 2020 r. 33 /40



ATaka Ha geTeKkTop NuL

@ MTCNN oueHb npocToii n Hernybokuii 1 NOSTOMY KpaliHe YCTOMYMBLIV K COCTA3aTeNbHbLIM
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@ B MTCNN kackagHbiii nogxon: cHavana rpyboe npubnuxerune (P-Net), a 3atem
ncnpaenerune (R-Net, O-Net)

@ Peuwenne: atakosaTb cambiil nepsbili 1 BaxHbIN KnaccudukauoHHbili cnoli B P-Net
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ATaka Ha geTekTop Anudl — yepHo-benble naTuwm

o [Ins usnueckoit ataku3® npuwnock oLeHnBaTL NapamMeTpbl NOKaIbHbLIX MPOEKLMIA MO

3apaHee ﬂOAFOTOBﬂeHHOVI MacCKe

3%nttps://www.youtube. com/watch?v=0Y700IS8bxs @EW
31Kaziakhmedov, Edgar, et al. “Real-world attack on MTCNN face detection system.”-2019

Metiowko A. A. petyushko.alexanderl@huawei.com Vcroitunsocte CHC Ha npakTuke 26 untoHs 2020 r. 34 /40

~


https://www.youtube.com/watch?v=OY70OIS8bxs
https://arxiv.org/abs/1910.06261

ATaka Ha geTekTop Anudl — yepHo-benble naTuwm

o [Ins usnueckoit ataku3® npuwnock oLeHnBaTL NapamMeTpbl NOKaIbHbLIX MPOEKLMIA MO

3apaHee ﬂOAFOTOBﬂeHHOVI MacCKe

o Nz-3a HeI'J'Iy6OKOI'O XapaKTepa AETEKTOPaA NaTHWN HE HOCAT CEMAHTNYECKINIA XapakTep

3%nttps://www.youtube. com/watch?v=0Y700IS8bxs @EW
31Kaziakhmedov, Edgar, et al. “Real-world attack on MTCNN face detection system.”-2019

Metiowko A. A. petyushko.alexanderl@huawei.com Vcroitunsocte CHC Ha npakTuke 26 untoHs 2020 r. 34 /40

~


https://www.youtube.com/watch?v=OY70OIS8bxs
https://arxiv.org/abs/1910.06261

ATaka Ha OETEKTOP J'II/ILI|31 — l-IepHO—6eﬂbIe NnaT4yu"

o [Ins usnueckoit ataku3® npuwnock oLeHnBaTL NapamMeTpbl NOKaIbHbLIX MPOEKLMIA MO

3apaHee I'IOp,FOTOB.HGHHOVI MacCKe

o Nz-3a Herny60Koro XapaKTepa AETEKTOPaA NaTHWN HE HOCAT CeMaHTUYEeCKNi XapakTep

252 @

3%nttps://www.youtube. com/watch?v=0Y700IS8bxs @EW
3!Kaziakhmedov, Edgar, et al. “Real-world attack on MTCNN face detection system.”-2019
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AdvHat3? — wanka-HeBugMMKa

@ T.H. “off-plane” npoekunsi aHaNUTMYECKN = MOXHO MPOMYCKaTb FPaAUEHTbI

32Komkov, Stepan, and Aleksandr Petiushko. “AdvHat: Real-world adversarial attack on ArcFace Face D[]
system.” 2019
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AdvHat3? — wanka-HeBuanMKa

@ T.H. “off-plane” npoekunsi aHaNUTMYECKN = MOXHO MPOMYCKaTb FPaAUEHTbI

@ [NaTtum Bnarogaps 6osbLIOR 061aCTM BOCNPUSATUS HOCAT CEMAHTUYECKUIA XapaKTep
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32Komkov, Stepan, and Aleksandr Petiushko. “AdvHat: Real-world adversarial attack on ArcFace Face D[]
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AdvHat — wanka-HeBngnmka

VCTol4MBOCTL K NMOBOPOTaM 1 Pa3HOI ocseLieHHOCTN3:
|

®poHTanbHoe UL
(Het aTaku)

Mosopot anua
(Het aTakum)

baunsoctb go csoero stanoHa: 0.61 bansoctb Ao csoero stanoHa: 0.54

®poHTanbHoe nuuo
(aTaka)

Nosoport nuua
(aTaka)

bansocTtb Ao csoero stanoHa: 0.02
baunsoctb go apyroro atanoHa: 0.23

Bausoctb Ao ceoero stanoHa: 0.11
Baunsoctb fo apyroro stanoHa: 0.27
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33https://www.youtube. com/watch?v=a4iNgOwWBsQ
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Adversarial patches®* — yepro-benbie naTum

HanbHeliwee pasentre atak Ha FacelD:

T

T
>

34Pautov, Mikhail, et al. “On adversarial patches: real-world attack on ArcFace-100 face recognition sy§taiiti2
2019
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BapmaHT 3alWNTbl OT COCTA3aTEJ/IbHbIX aTaK B pP€aJibHOM |v||/|pe35

o BonbwnHCTBO cocTsAzaTeNbHBIX aTak B peajbHOM MUPE OCHOBAHO Ha TOM, YTO K ODBEKTY
pobasnsieTcst cneunanbHas (0BbIYHO — NPSIMOYrobHAs) KapTUHKA, KOTOPast U JIOMaeT
pacrnosHaBaHue.

35Wu, Tong, Liang Tong, and Yevgeniy Vorobeychik. “Defending Against Physically Realizable Attacks (@]l
Image Classification.” 2019
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o CoctazaTensHoe o6yquV|e npennaraeTca aenatb ABYXSTANHbIM!

35Wu, Tong, Liang Tong, and Yevgeniy Vorobeychik. “Defending Against Physically Realizable Attacks (@]l
Image Classification.” 2019
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35Wu, Tong, Liang Tong, and Yevgeniy Vorobeychik. “Defending Against Physically Realizable Attacks (@]l
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o JInbo nosHbIM nepebopom (CKOML3SLLUM OKHOM) MO BCEM BO3MOXXHbLIM MO3aLusiM,
@ JInbo Ha ocHOBE MO3ULMIA MaKCUMaNbHOIO 3HAYEHNS rpagueHTa no BXoay,

o A 3aTem — 3anyckaem cocTs3saTensHyto aTtaky (3gecs PGD) BHyTpu aToro npsiMoyronbHuka.

35Wu, Tong, Liang Tong, and Yevgeniy Vorobeychik. “Defending Against Physically Realizable Attacks (@]l
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e Ha panHbiii moment CHC (B uenom) paboTatoT ropasgo nyuiue YenoBeka
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Ha gannbiii moment CHC (B uenom) paboTatoT ropasgo Jsiydiue HenoBeka
CHC nerko “obmaHyTb", nCnosib3yst X HEyCTOMYMBOCTb MO BXOAY
Haunbonee pacnpocTpaHeHHbIii NpMeM aTaky — NPON3BOAHAst NO BXOAy
lMepeHecTu aTaky B peanbHblii MUP HENPOCTO

OpHako MOXHO ClIoMaTb JaXke Cynep HaBOPOYEHHbIE CUCTEMbI PACMO3HABaHUS L, UMes
AW obbIYHBIT NpUHTEp
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3aKAt04UTENbHbBIE Bbl BOAbI

Ha gannbiii moment CHC (B uenom) paboTatoT ropasgo Jsiydiue HenoBeka
CHC nerko “obmaHyTb", nCnosib3yst X HEyCTOMYMBOCTb MO BXOAY
Haunbonee pacnpocTpaHeHHbIii NpMeM aTaky — NPON3BOAHAst NO BXOAy
lMepeHecTu aTaky B peanbHblii MUP HENPOCTO

OAHaKO MOXXHO CJIOMaTb Aa>Xe Cynep HaBOPOYEHHbIE CNCTEMbI paCnO3HaBaHUA nuy, NMes

AW obbIYHBIT NpUHTEp

Jins yenosedecTsa Moka elle He BCe NOTepsiHO P!
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Cnacunbo 3a BHUMaHne!
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