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Plan

O Jlabopatopusi Mutennektyanshbix Cuctem n Haykn o JaHHbix

@ TloTpsacatowme ycnexu CHC B komMnbtoTepHOM 3peHnn

© (He) ycroiiunsocts CHC B kOMMbIOTEPHOM 3peHun

© MeTogbl Ansi reHepaLmMm COCTA3aTENbHbIX MPUMEPOB B LPOBOIA obnactu
© /{p-cocTsizaTeNbHbIE NPUMEPSI

Q MeToabl Ansi reHepaLm CoCTA3aTeNbHbIX NMPUMEPOB B PeasibHOM MUpe

@ CocTtazaTenbHble NpUMEpPLI 45t CUCTEM AETEKL MM L,

@ CocTtsazaTenbHble NpUMeEpLI 415t CUCTEM Pacno3HaBaHUsS ny

© 3awwmTa OT CcoCTA3aTENbHLIX NPYMEPOB B PeasbHOM MUpe

@ Black-box BoccTaHoBnEHME nULA NO BEKTOPY NPU3HAKOB
I
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Hay4dHoe cotpyaHuyecTso: Jlabopatopus VHTennektyansHbix Cuctem u

Hayku o [daHHbIx

Poccniicknii nccneposatensckunii MHCTUTYT — MOCKOBCKMIA MCCNefoBaTENbCKNA UHCTUTYT —
Nabopatopus Nntennektyanshbix Cuctem n Hayku o JanHbix

M®THU Skoltech
(2] = ‘
m m L
HOCKORCHH SHMKETEXECHU T Skolkovo Institute of Science and Technology

o MOCKOBCKMUW
e CaHkT-MeTep6yprckuit rOCYAAPCTBEHHbIN
&I,F rocynapcTeeHHblii yHMBepcuTeT YHUBEPCUTET MUMEHU

M.B.JIOMOHOCOBA

G
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Yenosek nan CHC?

ImageNet! (1000-knaccosas 6a3a gaHHbIx 1306pakeHnii)

o Top-5 owwnbka gns yenoseka?: 5.1%
o Top-5 owwmbka ans CHC3: 2.0%

Labeled Faces in the Wild* (6a3za gaHHbix nuL)

o Ownbka Bepudbnkaumm ans yenoseka®: 2.47%
o Ownbka sepucbukauum ans CHC®: 0.17%

http://www.image-net.org/

2http://karpathy.github.i0/2014/09/02/
what-i-learned-from-competing-against-a-convnet-on-imagenet/

3Touvron, Hugo, et al. “Fixing the train-test resolution discrepancy.” 2019

“http://vis-www.cs.umass.edu/1fw/

®Kumar, Neeraj, et al. “Attribute and simile classifiers for face verification.” 2009 @I

®Deng, Jiankang, et al. “Arcface: Additive angular margin loss for deep face recognition.” 2018
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http://www.image-net.org/
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Takune HeycTtouneble CHC

@ MoxHo BHECTHU NPAaKTNYECKN HE3aMETHbIE ONA rNa3a Y€JIOBEKA BO3MYLLEHNA BO BXOAHbIE
AadHHbIE, KOTOpPbIE, TEM HE MEHEE, NOJIHOCTbO NOMEHAKOT BbIXOA HeVIpOHHOVI ceTn

o Hanpumep, pesynbTaT knaccudukaumm ¢ “nanabl’ nomeHsieTcs Ha “rubbona’”’

Marda, 57.7% Tu660H, 99.3%

+.007 x

Takoe BO3MyLLEHME HA3bIBAETCs COCTA3aTeNbHbIM Npumepom (adversarial attack)

S

~

G
"Image credit: https://arxiv.org/pdf/1412.6572.pdf
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https://arxiv.org/pdf/1412.6572.pdf

CocTazaTensHble NnPpMMEPLI B Pa3HbIX 3a4a4d4ax

CHC pnsi obHapy»xeHust n cermeHTaymm
N306paxkeHnit®:

Cobaka, loe30,
Cobaka, Koposa,
Cobaka Yenosek

8Xie C. et al. “Adversarial examples for semantic segmentation and object detection.” 2017

N paxe HC gns BonpocHO-OTBETHLIX CUCTEM

(QA, question answering systems)?:

Article: Super Bowl 50

Paragraph: “Peyton Manning became the first quarter-
back ever to lead two different teams to multiple Super
Bowls. He is also the oldest quarterback ever to play
in a Super Bowl at age 39. The past record was held
by John Elway, who led the Broncos to victory in Super
Bowl XXXIII at age 38 and is currently Denver’s Execu-
tive Vice President of Football Operations and General
Manager. Quarterback Jeff Dean had jersey number 37
in Champ Bowl XXXIV.”

Question: “What is the name of the quarterback who
was 38 in Super Bowl XXXIII?”

Original Prediction: John Elway

Prediction under adversary: Jeff Dean

°Jia R. et al. “Adversarial examples for evaluating reading comprehension systems.” 2017
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https://arxiv.org/abs/1703.08603
https://arxiv.org/abs/1707.07328

CocTsizaTenbHble NpUMEpbI: HeobxognuMble 0bo3Ha4eHUs

Mycts x € B = [0,1]¢*M*N — gxonnas kapturka C x M x N, rae C — KonmuecTso
ysetos (1 ans 4/6, 3 ans RGB)

Y — NpaBWAbHbIA KJlacc ans x

6 — napametpbl CHC-knaccudukatopa

L(0,x,y) — dyHKumns noTepb

f(x) — Bbixog knaccucbmkaTopa (pacnosHaHHbIf Knacc); npu obyyeHun Mol jobnsaemcst
paBeHcTBa f(x) =y

re B=1[0,1]*M*N — annutusHas nobaeka ko Bxomy X

G

~
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CocTazaTeNibHbIVi NpUMeEp 1 YCTORYMBOCTL: (POPMYTNPOBKY

Llenb coctsisaTenbHoro nprumepa

MomeHsTb BbiXoh knaccudukaTopa f Ha HEMPaBWIbHLIA NyTeM AobaBreHUst MUHUManbHOTO (no
HEKOTOpPOI HopMe £5,) BO3MYLLEHUS I

Q ||r]|[p — min
Q f(x) =y (w3navanbhbiii otBeT CHC BepHbIiA)
© f(x+r) # y (MeHsieM BbIXOA C MOMOLLbLIO BO3MYLUEHUS I)
Q x + r € B (ocTaemcsi BO MHOXeCTBE AOMYCTUMBbIX 130DpaXkeHnii)
V.
VcToliumnsocTb knaccudukaTopa

Haiitn Takoii knacc Bosmywenust S(x, ) C B, npu KOTOPOM KiaccumkaTop HE MEHSIET CBOIA
BbIX0OA,:

fix+r)=~f(x)=y VreS(x,f)
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CocTazaTenbHble NpuMepsl B Undposoli obnactu: FGSM, utepatneHble

MeTOoZAbI

B ocHoBHOM cocTsizaTenbHble npumepst ansg CHC dopmynupytotes B TepMuHax £o,-HOpMbI
(4TO COOTBETCTBYET MPOLIECCY BOCMPUSTUS HEJOBEHECKIM I1a30M BU3YyasibHON MHAOpMaLmn)

[1X[|oo = miax|x,-|,x =(x1,...,xp) €R"

o Fast Gradient Sign Method!® (FGSM): r = ¢ - sign(VL(6, x, y))

o Urtepatuenbiii FGSM (I-FGSM)!! / Projected Gradient Descent (PGD)!? (rpe Mg —
onepaums npoekuun Ha B):
Xt =Tg(xt + a-sign ViL(0,x5,y)), x°=x,a=¢/T,t<T

e Crnaxusatve rpagmevta ans I-FGSM (MI-FGSM):

t

g7 = 1 g + e X = Ma(xt +a - sign(g™1)),  x® =x,g° =0
0Goodfellow I. et al. “Explaining and harnessing adversarial examples.” 2014

" Kurakin A. et al. “Adversarial examples in the physical world.” 2016 @I
2Madry A. et al. “Towards deep learning models resistant to adversarial attacks.” 2017
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https://arxiv.org/abs/1412.6572
https://arxiv.org/abs/1607.02533
https://arxiv.org/abs/1706.06083

CpaBHeHMe cocTsi3aTeNbHbIX NpUMePoB Ha ocHoee FGSM

‘ Attack ‘ Inc-v3 | Inc-v4 | IncRes-v2 | Res-152 ‘ Inc-v3ens3 ‘ Inc-v3ensa | IncRes-v2ens

FGSM 72.3* 28.2 26.2 253 113 10.9 4.8

Inc-v3 I-FGSM 100.0* 22.8 19.9 16.2 7.5 6.4 4.1
MI-FGSM 100.0* 48.8 48.0 35.6 15.1 15.2 7.8

FGSM 32.7 61.0* 26.6 27.2 13.7 11.9 6.2

Inc-v4 1I-FGSM 35.8 99.9* 24.7 19.3 7.8 6.8 49
MI-FGSM 65.6 99.9* 54.9 46.3 19.8 17.4 9.6

FGSM 32.6 28.1 55.3* 25.8 13.1 12.1 7.5

IncRes-v2 I-FGSM 37.8 20.8 99.6* 22.8 8.9 7.8 5.8
MI-FGSM 69.8 62.1 99.5* 50.6 26.1 20.9 15.7

FGSM 35.0 28.2 27.5 72.9* 14.6 13.2 7.5

Res-152 I-FGSM 26.7 22.7 21.2 98.6* 9.3 8.9 6.2
MI-FGSM 53.6 48.9 4.7 98.5* 221 21.7 12.9

Kak BugHo, MI-FGSM — Hanbonee ycnewiHas mMeToauka reHepauum.

G
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{p-cocTazaTesbHblE NPUMEpSI

@ (o,-COCTSI3aTeNIbHbIE NPUMEPLI ‘'3aTOYeHbI” MOA
BU3ya/ibHOE BOMPUSITNE, HO HYXXHO ODLIYHO MEHSTb One Pixel
BCE MUKCENU

@ B peanbHOM Mupe 3TO HepeasNCTUYHO — Mbl
MOXKEM MEHSTb TOJIbKO 4acTb CLEHbI

@ (p-cocTazaTenbHble NpuMepbl bonee npucnocobnexsi
Anst fantoi 3agayn: [|x|lo = Y i, 120

o Jacobian-based Saliency Map Attack (JSMA)!3 n
Haubonee sKkCTpeManbHbIii ciyyaii — One Pixel'* —
npumepbl NOAOLHBIX -COCTA3aTENBHBIX NPUMEPOB,
r4e MUHUMU3MPYETCSt KOJIMYECTBO MUKCENER ANs
M3MEHEHUS rgaimage o

R
Horse | Ship | Truck

Target classes

BPapernot N. et al. “The limitations of deep learning in adversarial settings.” 2015 @EW
1Sy J. et al. "One pixel attack for fooling deep neural networks.” 2017
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https://arxiv.org/abs/1511.07528
https://arxiv.org/abs/1710.08864

Pusnyeckune coctasaTtesnbHble npumMepbl: EOT

@ He umeem pgoctyna k ¢oTo (1 ero nukcensiM) = eANHCTBEHHAsi BOSMOXHOCTb — 3TO
N3MEHWUTb BHELWHUI BUA CamMoro obbekTa
o Moaxon Expectation Over Transformation (EOT)!® yuuteisaet, 4to 06bekT B peansHom
Mupe obbI4HO NpeTepneBaeT psg Npeobpa3oBaHuii TakUX Kak:
e MacwTtabunposanue
e TpaHcnsuum n NoOBoOpoOTSI
o VI3meHeHMe SpKOCTU 1/UAnm KOHTPACTHOCTH, LUYM 1 T.M.
@ T.0. onst 0bbEKTa X HYXKHO HATU COCTSA3aTEebHbIA NpuMep r C y4eToM npeobpas3oBaHmii

geT:

Haiitu arg min, Eg 7[P(y|g(x + r))] npu ycnosuu:

Q E,-7[d(g(x+r),g(x))] < e rae d(a,b) — HekoTopas cbyHKLMs paccTosiHne (Hanpumep,
d(a, b) = |la— bl|5)

Q@ x+reB
5 Athalye A. et al. “Synthesizing robust adversarial examples.” 2017
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https://arxiv.org/abs/1707.07397

Dusnyeckne cocTsasaTeNbHble NnPpMMeEpPbI

Jnsi ImageNet!©: 3D-cocTazaTensHble NpUMepbI:

Classifier Input Classifier Output
— U L :

»

T

-
toaster banana  piggy_bank spaghetti

[ns nopoxHbIx 3Hakos!:

M classified as trtle

'%Brown T. et al. “Adversarial patch.” 2017 @EW
Eykholt K. et al. “Robust physical-world attacks on deep learning models.” 2017
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https://arxiv.org/abs/1712.09665
https://arxiv.org/abs/1707.08945

Dusnyeckne cocTsasaTeNbHble NnpuMeEpPbI. OCHOBHbIE NHITPUANEHTbI

e /(o ontumunsaums (macka) + EOT: obsizatensHo

@ Total Variation (TV) dyHKkums notepb — wrpad 3a HernagkocTs npumepa (B peanbHOM
MUpe Mano BosbLUNX NOMUKCENbHBIX TPaANEHTOB):

V() =) \/(Xu+1 = %ij)? + (Xt — %ij)?
i

@ Non-Printability Score (NPS) — wrpad 3a ncnonbsosanue LBeTOB, KOTOpbIE He
noaaepxusatotcs (npuntepom). Ecim G C [0, 1]3 — nopaepxusaemas ysetoBas nanntpa
(gamut), To wTpad 3a ncnonb3osaHue uBeTa nukcens qo € [0, 1]3:

NPS(q0) = Ngecllg — qoll2

o [lononHuTenbHbIli MannuHr uBeToB (Hanpumep, NPUHTEpP nedaTaeT He LBET ¢, a bansKuii
m(c), N 3TO HY>XXHO YHUTLIBATb) WY
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CocTazaTensHble npumMmepbl Ana CUCTEM AETEKUNN N PaCNO3HABAHUA L

o W3nauansHo T.H. Camouflage Art'®
NCrnosib30Basics Ans obxoga nuanpytoulel
cuctembl getekuun nuy Viola-Jones

cvdazzle.com CocTa3aTenbHble O4KK

@ D70 bbl BpPYYHYIO NogobpaHHbIl rpum
ansi obxona aetektopa Xaapa

@ [Mpopbie cnyunncs ¢ pabotoii Sharif et
al.1% rpe npepnoxunn ncnonb3osats
COCTSA3aTeNbHbIE OYKM

@ lcnone3osano: fy-ontumunzauyus + EOT
+ TV + NPS + ugetoBoii mannuHr

@ MuHychl: npegobyyeHHble nnMua, CUCTEMbI

pPacno3HaBaHUA nnL NpPoWWAOro NOKOAEHNA
BFeng R. et al. “Facilitating fashion camouflage art.” 2013 @I
19Sharif M. et al. “Accessorize to a crime: Real and stealthy attacks on state-of-the-art-face recognition.” 2016
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https://cvdazzle.com/
https://dl.acm.org/doi/abs/10.1145/2502081.2502121
https://dl.acm.org/doi/10.1145/2976749.2978392

Obuiasa cxema AeTekLMM 1 pacno3HaBaHus L

Jlvuo B
cnyvaniHomn
nose

[eTtekuma BbipaBHM- U3BneueHune Baunsoctb PacnosHaBa-
mua BaHMWe nuua NPU3HaKoB BEKTOPOB
Pasmep n Jlvuo B
nosuuma HOpManbHOM

vua dopme

BekTop
npusHakos

G

~
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Obuiasa cxema AeTekLMM 1 pacno3HaBaHus L

Jlvuo B
cayyaiHom
nose

JeTekuma BbipaBHM- N3BneueHune bnausoctb PacnosHaBa-

mua BaHWe nnua NNPU3HAKOB BEKTOpPOB

Pasmep n Jlviuo H
o EKTOP
nosuuma HOpManbHOM
Nnpu3HaKos
vua dopme

Cucrema Cucrema
nertekuuu naeHTUbMKauum
nuy, nuy,

G

~
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Jetektop nnu: MTCNN?

@ B oTnunume ot coBpemeHHbIX rNybOKNX AEeTEKTOPOB
Tuna Faster RCNN nan YOLO, MTCNN ouenb
NpocToii n Hernybokmii = MeHblUe nose
BOCMPUSATUS, C/IOXKHEE NOMEHSTb pPeLLeHune

JeTeKTopa

o B MTCNN kackagHblli nogxoa: cHavana rpyboe
npubnuxerne (P-Net), a 3aTem ucnpasnetrue

(R-Net, O-Net)

@ PelleHue: ncnonb3oBaTtb Ans reHepauuu
COCTA3aTENbHBIX NPUMEPOB CaMblii NepBbIi
knaccmdmkaumortblii cnoii 8 P-Net (a He dyHKuum
noTepb AN NPSIMOYFO/IbHUKOB WU KNOYEBbIX

TOYeK)

- -
20Zhang K. et al. “Joint face detection and alignment using multitask cascaded convolutional networks.” 2016

MeTiowko Anekcanap

VcToiumBocTb HelipoceTeli Ha NpakTuke

Cxema MTCN Ni'
Resize ~r-

%

S
Test image Image pyramid

NMS &
Bounding box regression "

Stage 1
P-Net

NMS &
T Bounding box regression

Stage 2
R-Net

Bounding box regression

b,- P - NMS &
J

Stage 3
0O-Net

19

~
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https://arxiv.org/abs/1604.02878

CocTazaTenbHble npumepsl ana getektopa sy MTCNN

EOT: lMNayccoe wym, pasmep mMacku, sipKoCTb, Habop pasHbix oTo Anua

TV: +, NPS: -

e MannuHr yseToB: WwTpadyem 3a 6a130CTb K YepHoMy LBeTy (x;j = 1) = HoBas gobaska
B dyHkumio notepnb: L x(x) = Zu Xij

e OnTtumuzsatop: MI-FGSM

Cxema renepaumum coctsizatenbHbix npumepos ans MTCNN

Image 1

Face cIf

2 loss
maen |

Patch
applying

’ Black

penalty

MI-FGSM

G

~
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CocTsizatensbhble npumepsl ans aetektopa ant, MTCNN

@ lp-onTumusauus: 2 Bepcun

@ [Be pa3fenbHbIX MAacKM Ha LeKax [Mpumepe
@ uenbHas MefULMHCKas Macka v
@ VYV MTCNN maneHbkoe nosie BocnpuaTus =
NPUMepbl He HOCAT CEMaHTUYECKNA XapaKTep
o OueHka napaMeTpoB NOKanbHbIX apdUHHBIX |
NpoeKLUNii Ha OCHOBE 3apaHee MOArOTOBAEHHON
cneumanbHoi ceTkn ansa obyderns
SIS
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CoctazaTenbHble npumepsl ans getektopa any MTCNN: pesynstaTt

Oetanu: ctatea?! (IEEE-2019) u Buaeo-aemoHcTpaumns?.

&\

»

2'Kaziakhmedov E. et al. “Real-world attack on MTCNN face detection system.” 2019 @EIN
*https://www.youtube . com/watch?v=0Y700IS8bxs
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https://www.youtube.com/watch?v=OY70OIS8bxs
https://arxiv.org/abs/1910.06261
https://www.youtube.com/watch?v=OY70OIS8bxs

Cnctema pacnosHasatus nnu: ArcFace®

@ BuibpaHa Beaywias oTkpbiTas cuctema
pacrnosHaeaHusi nuy, npusHakos: ArcFace Yrniosoe paccrosiHue

o [naeHas npest ArcFace — ncnonb3oBaTb yrinoeoe Wi
PaCcCTOsSIHNE MEXAY BEKTOPAMU MPU3HAKOB g

Arc/Angle T, Wa
.. Margin

@ OropomHast obyuatowas 6asa ganubix (MS1IM) u
rnybokasi CHC (ResNet-100)

NG
22Deng J. et al. “Arcface: Additive angular margin loss for deep face recognition.”. 2018
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https://arxiv.org/abs/1801.07698

CocTazaTenbHble NpuMepbl Ana pacnosHasaTens auy ArcFace

o EOT: pasnnunbie napameTpbl npoekuuii Macku, OAHO M30bparkeHne nnua

@ TV: +, NPS: —, ugetoBoii mannuHr: —

o [lobaska Kk dbyHkuUuN noTepb Lgm(X, Xg¢) = cos(emb(x), emb(xg¢)) Ans paboTsl ¢ ntobbIM
NVLOM, TAe Xgr — oTO nua, emb(x) — BEKTOP NPU3HAKOB X

e OnTtumuzsatop: MI-FGSM

Cxema reHepauuun coctsizaTesibHbix npumMepos ans ArcFace

TV loss

Off-Plain Sticker Transformation

Loss Function +

= Cosine Similarity
GT embedding ——> s

G

~
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CocTazaTenbHble NpuMepbl Ana pacnosHasaTens auy ArcFace

@ (p-onTummn3auus: LBeTHas CBsisHast obnacte (naTy)

B obnactu nba Off-plane npoekuus

e [nybokass CHC = b6osblioe none Bocnpusitus =
CEMaHTNYeCKNli XapakTep npuMepa

@ T.H. “off-plane” HenuHelnas npoekuyms:
(vavo) - (X/,y,Z/),Z/ = a’X/2
o [udbdpepenumpyemsiii cnoii Spatial Transformer Layer?*

= (et (o ) -t ()

CemaHTu4eckuii xapaktep npumMepa

G

~

24 Jaderberg M. et al. “Spatial transformer networks.” 2015
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https://arxiv.org/abs/1506.02025

AdvHat — wanka-HeBngnmka

Bnaropaps ynydweHHoili npoueaype NpoekLMmn 1 NOJIHOFO UCMOAb30BaHUS! LLBETOBOI MannuTpbl,
COCTSA3aTeNbHbI/i NPUMEpP YCTOWYNB K pPa3HbIM MOBOPOTAM U OCBELLEHHOCTU

Andpac
(AdvHat: -)
Baunsocte (opuruan): 0.61

|
|
Andpac
(AdvHat: +)
Baunsocte (opuruxan): 0.02
Bansoctb (gpyroii): 0.23

Mpodunb
(AdvHat: -)
Bauzoctb (opurunan): 0.54

Mpodunsb
(AdvHat: +)
Bansoctb (opurunan): 0.11
Bansoctb (gpyroii): 0.27

G
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CocTazaTenbHble NpuMepbl Ana pacnosHaeaTens auy ArcFace: pesynbtaT

Oetanu: ctatea?® (ICPR-2020) u Buaeo-aeMoHcTpaums2e.

™~

2’Komkov S. et al. "Advhat: Real-world adversarial attack on arcface face id system.” 2019 @EW
2®https://www.youtube . com/watch?v=a4iNgOwWBsQ
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https://www.youtube.com/watch?v=a4iNg0wWBsQ
https://arxiv.org/abs/1908.08705
https://www.youtube.com/watch?v=a4iNg0wWBsQ

CocTazaTensHble npnMepbl ANnA pacCno3HaBaTeENA JINL, ArcFace: qepHo—6enb|e

natun?’ (IEEE-2019)

o KombuHauus asex npeablayLnx nogxomnos:
o Llsetosoli mannuHr (wTpad 3a 4YepHbiii LBeT)
o JlokanbHble appnHHBIE NPOEKLMMN Ha OCHOBE
NOArOTOBNIEHHON CETKI

CocTsizaTensHble npruMepsl
y

o [lpumep HOCUT ceMaHTUYeCKNii XxapaKTep

Mpoekuusi

sformation

NG
2"Pautov M. et al. “On adversarial patches: real-world attack on ArcFace-100 face recognition system.”=2019
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https://arxiv.org/abs/1910.07067

33L|_||I/|Ta OT COCTA3aTEJIbHbIX NPUMEPOB AJIA CUCTEM PaACNO3HaBaAHUA B

peasbHOM Mupe??

@ BonbWMHCTBO COCTsA3aTeNbHbIX MPUMEPOB B PEASIbHOM @ ObblyHas npoueaypa
MUpe — naTqn obyyeHus:
o Mpeanoxenne: Adversarial Training (AT)? &
MUKCENbHOM 0b6NacTu + NpsAMOYrosibHast ayrMeHTauus min IEXJ[L(G,x,y)]
@ [loatanHoe AT: o
@ MMosuuus ceporo natya (max dyHKLMM NoTepb) via: o CocTsizaTensHoe obydeHue
o [MonHblii nepebop (AT);
e Max rpagneHTta no exogy
@ MI-FGSM BHyTpy 3TOro natya Asist MOMCKa PacKpacku mein Exy[rrnean L(G) X + r,y)]
7 et
2Goodfellow I. et al. “Explaining and harnessing adversarial examples.” 2014 @I

2Wu T. et al. “Defending Against Physically Realizable Attacks on Image Classification.” 2019
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https://arxiv.org/abs/1412.6572
https://arxiv.org/abs/1909.09552

Black-box BoccTaHoBneHne nnLa No BEKTOPY MPU3HAKOB

e Black-box mogens M: M(x) =y, rge o naBHas CNOXXHOCTb: OrpoMHoe

e x — BxogHoe ¢hoTo Nnua NMPOCTPaHCTBO MOUCKA

e y — ero BeKTOpHOe npeacTaenenune (ambesanHr) o PelleHune: ncnosib3osanne
e 3apaua: BoccTaHoBUTL X', coxpatsis nanyHocTtb (ID) anpuopHoli nHdopmauumn o nnue
o PaHee: ucnonssosanune dpyHkuun noteps MSE u — 2D-rayccuanbl

30
meTpuk Ha npusHakax / GAN (NBNet>®) (=xg? | —yp)?
. 202 2052

@ 3pech: METOA ONTUMMN3ALMUN HYJEBOIO MOPSigKA A G(x,y)=A-e 1 2

HaxoxgeHus x': M(x") =~ M(x)
o B kauectee M wncnonb3syetcs: ArcFace
o TecT He3aBUCUMBIM KpuTukom: FaceNET3!
o ®yHkuuns noteps (6a130CTb):

1 — cos(M(x"), M(x))
o fosasa: (M) |2 — [IM(x)][2)? (0. y0,01,02,4) = (56,72,22,42,1)
3%Mai G. et al. "On the reconstruction of face images from deep face templates.” 2018 @I

31Schroff F. et al. “Facenet: A unified embedding for face recognition and clustering.” :2015.
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https://arxiv.org/abs/1703.00832
https://arxiv.org/abs/1503.03832

Black-box BoccTaHoBnEHME LA MO BeKTOPY NPU3HAKOB: TPHOKM

o [lake ucnonb3oBaHUe anpuoOpHOLi e NMunuymnanusauymsa: Yro B347H 33
nHbopMaLUn HEAOCTAaTOYHO HavasibHOe nNpubnmxkeHne?

o Tpiokl: Vicnonb3oBaTb BepTUKaNbHYHO @ OO6bI4HO: gpyroe nuuo (peleHne MoXeT
CUMMETPUIO INLA => WULLEM TOJIbKO BbITb CMeLLeHO)
NONOBNHY nua @ MoxHo: ontumansHbiii 2D-rayccman (kak

o Tprok2: [Ins coxpaHeHUs INHHOCTM pa3 HyxHa fobaBKa Ha Pa3HOCTb HOPM)

0DbIYHO UBET HE HY>XXeH = ULLEM TONbKO 1
LBETOBOI KaHan BMecTo 3

Original

Original ArcFace: 0.978 ArcFace: 0.992 ArcFace: 0.961
FaceNet: 0.721 FaceNet: 0.685 FaceNet: 0.314

Initializations Reconstructed

K

~

CummeTpus, bes cummeTpun, B LBETE G
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Black-box BoccTaHoBneHME NnLa No BeKTOpY NpU3HAKOB: anropuTM 1

npumepsl

Anroputm Mpumepbi
Algorithm 1 Face recovery algorithm
INPUT: target face embedding y, black-box model M, loss function L, Nyueries Our method:
1: X 0

2: Initialize Go

3: for i + 0 to Ngueries do:

4: Allocate image batch X
Sample batch G of random gaussians

ArcFace:
FaceNet:

@

6: X;=X+Go+G; NBNet (WB):
T y' =M(X)

. ind = i /
8: ind = argmm(L(y‘, y)) ArcFace:
9: X < X + Gina FaceNet:
10: Go + 0.99 - Go
11: i = i + batchsize
12: end for INBNet (RGB):
13: X «+ X +Go
OUTPUT: reconstructed face X ArcFace:

FaceNet:

Original:

Anekcanap VcToiumBocTb HelipoceTeli Ha NpakTuke 4 cbespans, 2021 30/34




Black-box BoccTaHoBneHWEe nnya no BekTOpy NpU3HaKoB: pe3yabTaT

Aetanu: ctates’? (ECCV-2020) v Buaeo-gemMoHcTpaumsss,

iterations 0 cos_target=0.011

0 20 40 60 80 100

32Razzhigaev A. et al. “Black-Box Face Recovery from Identity Features.” 2020 @EW
33https://www.youtube. com/watch?v=s0rTcqRTw2A
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https://raw.githubusercontent.com/papermsucode/2020bboxrestoration/master/restoration_dynamics.gif
https://arxiv.org/abs/2007.13635
https://www.youtube.com/watch?v=sOrTcqRTw2A

3aKAt04UTENbHbBIE Bbl BOAbI

Ha gannbiii moment CHC (B uenom) paboTatoT ropasgo Jsiydiue HenoBeka
CHC Heycroiiumebl (no exoay)
[NepeHecTn cocTasaTenbHbIli NpUMep B peasibHblii MUP HEMPOCTO

OpHaKO MOXHO COMaTb JaXke Cynep HABOPOYEHHbIE CUCTEMbI PACMO3HABaHUS JINL, UMES!
QLWL YepHO-benyto ByMarkky ¢ obbl4HOrO NpuHTEpa

lo-ontTumuzaumsa + EOT + TV obszaTenbHbl
Yepes npoekumm HYXKHO yMeTb MPOMYCKaTb rPagmeHTbl
CocTazaTensHoe obyyeHne MOXKET MOMOYL B 3aLMTe OT COCTS3aTesbHbLIX MPUMEPOB

N306paxkeHus nu, MOryT BbITb BOCCTAHOBJ/IEHBI MO BEKTOPaM npusHakos gaxe B black-box
MaHepe

G
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MpucoegnHanTechb K Ham!

Oro Mbl XXgem:

BbinyckHUKu acnupaHmypesi 2019-2021
20008

Mo6edumenu u npusepsbl MaKux
yHapoo {i kak ICPC,
IMC, CTE, Kaggle, IMO, 10I, ICHO, IPHO etc.

TexHu4ecKoe obpasoearue

b 3

1 C8A3U, UHG
6esonacHocme u 0p.)

A lickuii Ha ypoeHe “intermediate”

eblwe

u

(?) Mocksa Qv)CaHKT—FIeTepGypr rj)

N HanpaBaeHuaA:

= Nonlinear algorithm development

=  Wireless communication technologies

= Computer Vision with Deep Learning

= Math Library optimization

= Automatic program repair

= Compiler optimizations

= Automatic speech recognition

= Aldatab and Al bled

= Distributed and Parallel software

= Image/Video signal processing

=  Software engineering and innovation

=  Automated machine learning & Model
optimization

=  Computer architecture

HwXHuMI1 Hosropog, <?)Hosocm6|4pcn<

M€ MOXXHO BbIC/1aTb Ha NO4TY:

https://career.huawei.ru/rri

Inspired by science to connect the world!

Looking forward to seeing your application

Anekcanap

VcToiumBocTb HelipoceTeli Ha NpakTuke
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Cnacnbo 3a BHumaHwue!

G
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